Barracuda SSL VPN

Enables secure, clientless remote access

The Barracuda SSLVPN is an integrated hardware and software solution enabling
secure, clientless remote access to internal network resources from any web
browser. The Barracuda SSL VPN provides complete control over le systems and
web-based applications requiring external access, while integrating with third-
party authentication mechanisms to provide granular access controls.

Comprehensive Security and Easy-to-Use

The Barracuda SSL VPN installs in a matter of minutes to enable complete
control over the resources designated for external access such as internal web
applications, le systems and other applications. From any web browser, users
can take advantage of a reverse proxy to access internal web applications or
access network le shares. Richer support for SSL tunneling is enabled through
the Barracuda SSL VPN Agent, a lightweight Java client that supports common
remote applications, including Remote Desktop Services, Citrix XenApp, VNC,
NX, SSH and Telnet. For complete network layer access, the Barracuda SSL VPN
includes the Barracuda Network Connector, an installable VPN client for TCP or
UDP connectivity, and for SSL access to legacy client/server applications during
a VPN session. For secure remote access through smart phones and other mobile
devices, the Barracuda SSL VPN supports L2TP/IPsec and PPTP.

With robust security and auditing facilities, administrators can de ne custom
policies to govern resource access to particular users or groups while tracking
user activity. For added security, les uploaded during a VPN session to network

le shares or internal web sites are scanned for viruses and other malware to
prevent infections of critical network resources.

Virtually Maintenance-Free

To minimize ongoing administration associated with security, the Barracuda SSL
VPN automatically receives hourly Energize Updates for the latest virus, security
and application de nitions. The Barracuda SSL VPN leverages existing third-party
authentication databases to centralize the provisioning of new users for remote
network access.

The Barracuda SSL VPN monitors sessions, concurrent users,
and throughput on an hourly and daily basis.
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