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Introducing Iris e

Iris is a network management tool designed to help IT personnel proactively
monitor their organization’s network.

Monitoring Network Activity

A next-generation network protocol analyzer or “sniffer,” Iris provides a graphical
user interface (GUI) to allow network administrators to capture and retrace the
steps of any network user. By monitoring both incoming and outgoing network
traffic, Iris functions as a complete systems management watchdog.

Decoding and Reconstructing Captured Data

In addition to the expected sniffing functions, Iris lets you reconstruct data and
display all content that was captured. In decode mode, captured data is
reassembled in a way that allows you to view each session as if you were the
actual session owner. Many common protocols can be reconstructed in this
manner.

Session reassembly

TCP is a connection-oriented protocol. This means that in a normal TCP session,
such as downloading a web page, a certain sequence that must be followed to
create a connection, and then to destroy that connection. TCP is also session
based, meaning that once a connection is established, it remains established and
can send data until it goes through a proscribed close sequence.

Traditional sniffers offer you a view of all packets representing a TCP sequence.
You can look at each packet in the session in sequence and a knowledgeable
administrator can determine what was happening in a TCP session.

Iris takes this one step further. A reassembled HTTP session is fed into a decoder
that allows it to be displayed as a fully rendered web page. This allows Iris to not
only show you the packet that created the session, but a realistic view of the
actual contents of data sent within that session.

Detecting Connection Attempts

Iris’s Guard feature watches for a specific connection sequence when a TCP
session begins and reports it if it meets the connection criteria set in the filter.
This allows you to watch specific connections to and from any machine, and be
alerted if Iris sees a connection from an IP or TCP port that Iris has been
configured to watch for. You can also enable sound so that you receive an audio
alert when an unauthorized connection is attempted.
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Configuring Capture Sessions Through the Use of Filters

You can create custom filters so that Iris only retrieves traffic you are interested in.

On an average network, there is a lot of data going across that is not relevant to
anything you are looking for. Iris allows you to focus on relevant data through the
use of packet filtering. Packet filtering also provides the added benefit of
decreasing the amount of work Iris must do to achieve specific results.

Creating filters requires that you understand a little about the underlying protocol.
We recommend you start with general filtering rules and continue to refine them
until you get the exact data you are looking for.

For example, if you are only interested in seeing which web pages a specific end
user is browsing, you can set a filter that only captures data for users accessing
TCP port 80, the traditional HTTP/web port. This limits the traffic you sniff to web
traffic (or other port 80 traffic). This is good, but you will still see all web traffic that
all users on that segment generated. To see only web traffic from a single user, a
secondary filter must also be applied. In this case, the secondary filter would be
an IP address, since this would be unique to the specific user.

Packet filters can be simple, like the one described above, or very complex. Iris
implements a wide array of packet filtering techniques, allowing you to filter on
almost any part of a packet.

You can create filters based on:
e Hardware Layer
* Protocol Layer
e Key words
* MAC address
e |P address
e Source and destination port

e Custom data and size of the packets

This feature is extremely useful in a networking environment in which there is a
high volume of network traffic.

Logging Activity

It is easy to configure logging so that only the desired content is saved. Logging
options are available for both Capture and Decode Modes. This allows you to
catalog and save the data Iris has retrieved off of your network in a simple and
efficient manner. You can even have Iris automatically organize the data by day
and month.
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Displaying Network Statistics

You can display network statistics according to Protocol, Top Hosts and Size
Distribution.

Post-processing capture data

Data Miner (File menu -> Data Miner) has been designed for post processing a
large number of capture files created by Iris or any other sniffer.

Data miner i x|

— Achian

{* Decode capture files
" Generate traffic reports

™ Fill traffic stats

— Select data source

" Select individual files

% Speciy a directany

Ilze Data Miner to process large amounts of capture files.
Faor example you can wse it for going through a week warth
af traffic.

MIOTE: You can load and apply a filter before using Data
kirer.

Cancel |

Action

Decode capture files

When this Action is selected, Iris will reconstruct all TCP sessions contained in
processed files. Packets will not be loaded in memory, therefore Iris will be able to
decode a big amount of captured traffic. Before using this feature, be sure you
have enough free space on the partition where Iris is installed. Iris will require the
same amount of free space as the one occupied by the capture files being
processed.
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Generate traffic reports

When this Action is selected, Iris will process all selected files without loading the
packets and without reconstructing the sessions. In this case Iris will not require
free space as it will not create temporary files. However, with this option you can
create only traffic reports.

Fill traffic stats

Use this option to extract statistical traffic information from a large number of
capture files. Upon completion, Size Distribution, Protocol Distribution and Top N
hosts statistics will be displayed. Packets will not be loaded, sessions will not be
reconstructed and traffic reports can be generated using this option.

Select data source

Select individual files

After clicking Next>, select the files (using Ctrl key) which to be processed.
Specify a directory

After clicking Next>, select the folder which to be processed and specify if to be
processed recursively or not.

Introducing Iris



Installing Iris e

Before installing Iris, be sure you have at least the minimum system requirements
and have read the section on “Planning Your Installation.”

System Requirements

System Requirements:
*  Windows 95/98/NT/2000

* Internet Explorer 4.x AND comctl32.dll version 5.00 or higher.
OR
Internet Explorer 5.x.

e  Minimum system
Pentium 166, 32MB RAM, 1GB HDD

¢ Recommended
Pentium 400, 128MB, 10 GB HDD

Additional Recommendations:

Latest service packs and patches for Operating System, Internet Explorer, NDIS
compliant drivers and supported Ethernet cards.

Planning Your Installation

“Sniffing” entails putting the node’s Ethernet card into promiscuous mode so that it
can see all packets destined for all nodes on the segment. By understanding your
network configuration, you can install Iris for optimal performance.

COMCTL32.DLL

Iris requires comctl32.dll version 5.00 or higher to be installed on your system. It is
usually installed by Microsoft Internet Explorer 5.0 or higher, but can be installed

separately from an update package available from:
ftp://ftp.microsoft.com/developr/platformsdk/april2000/x86/redist/comctl32/50comu
pd.exe.

Where to Install Iris on Your Network

Some general rules to consider before you install Iris:

* Install Iris at the Edge: The closer you can install Iris to the edge of your
network, the more information it will be able to see. For example, many
networks have routers on their edge, connected directly to a switch that
provides internal network connectivity. In this case, since the router is the
edge, a good place to install Iris is between the router and the switch.

Monitoring Network Activity 5
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e Switches break sniffers: Switches create multiple segments. Iris can only
view traffic on the segment it is installed on. If you use switches directly to
end users, those end users are immune to “sniffing”. There are some
switches, however, that have special ports that do receive all traffic destined
for all ports. This is typically called a shunt or management port. Switches
with this feature will allow you to use this port to sniff all (or some) ports on
the switch.

e Firewalls and Iris: A firewall acts as an active security gateway on your
network by disallowing certain types of network traffic. Like a router, a
firewall is often at the edge of your network. Iris can be used to make
certain that your firewalls are acting, as they should. Placing Iris both in
front and behind a firewall will provide you with the ability to view traffic on
either side of your protected gateway.

e Hubs are Iris friendly: Hubs allow Iris to see traffic on all nodes serviced
by the hub. Having a small multi-port hub (3 ports should suffice) can even
make sniffing in a switched environment practical. With a 3-port hub, you
can install Iris at any point along your network, allowing you greater access.
One port on the hub is for the sniffer, and the other two are for connecting to
the switch and end user.

Installing Iris

Installing from the CD-ROM

1. Insert the CD-ROM and follow the instructions on the screen.

2. If Auto Play is disabled on your CD-ROM drive, you will need to navigate to
the CD-ROM drive through Windows Explorer or My Computer and double-
click on the Iris200.exe file.

Installing from the Run Dialog
From Windows,

1. Click Start > Run.
2. Type X:\iris.exe where X:\ is the letter designation of your CD ROM drive.

3. Follow the on-screen instructions.
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Uninstalling Iris

From Windows,

1. Click Start > Settings > Control Panel.
2. Click Add/Remove Programs.

3. Follow the on-screen instructions to remove Iris from your system.
Starting Iris

From Windows,

1. Click Start > Program Files > Iris > Iris.

Terminating the license

(Note: This feature does not exist in the Evaluation Version)

Generally licenses terminate automatically if they have been issued only for a
period of time, however there may be instances where it is necessary to
terminate a license manually.

When you should terminate the license:

1. If you upgrade the computer on which Iris is installed on.

2. If you plan to use Iris on another computer. Because lIris is bound to the system
where it has been licensed, if you want to move it to another system you MUST
terminate the license from the first computer.

For example, you may wish to change a hardware component. In such cases
you must request the eEye Digital Security to generate a new License Key for
your software but before doing this, the publisher must verify that the original
license has been terminated. This can be accomplished by providing the
termination code to eEye Digital Security.

Procedure for Terminating a License

» Click the Help menu and select License Management... menu.
» Select Terminate License option, click Next and then confirm the action.

* When you have confirmed that the product should be terminated, the
Termination Code is displayed. Make a note of this so that it can be verified by
the eEye Digital Security. The code is also saved in a file (termination.txt) file in
Iris's installation folder.

*  When the product is re-installed, it will display a different reference code. Email
at sales@eeye.com the termination code, the reason for termination and the
new reference code.

» eEye Digital Security will issue a new License Key.
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Using Iris to
Monitor Network Activity

Starting Iris

Iris’s default settings have been carefully chosen for efficient and simple usage.
Every time you install Iris you will start with the default settings.

From Windows,

Click Start > Program Files > Iris.

Click Capture > Start (shortcut Ctrl-A).

You will immediately see the packets flowing in the Capture view.

o ] [
J File WYiew Capture Decode Filkers Tools Help |E
D -H-n& ZEaEE0Lkw-&-¢/¢ B IEE-[GRE
In=
ﬁ-} Packet Dec&ler - ] | Ho [macs.. |macd... |Frame | Protocol | Addr. 1P sru:;l
Capture =[] Packet §ructure omog:,.. IP TCP-= METEIOS-55M  192,168.1,
sk ---[:I MAQheader (Ethernet o0:06:.,.. IF TCP-=NETEIOS-55M  192,168.1,
o0 ---[:I IPv4 header omog:,.. IP TCP-=[METEIOS-55M 192,168,
ﬁ ; -1 UDP hefder = TCP-» METBIOS-SSM 192.168.1.
Decode -0 NetBiosame service 3. Click Decode Buffer 1co.. ukreios.ssn 192.168.1.
44 00:06.. 0006, IP TCP-= MEFEIOS-55M  192,168.1. 74
¢ ‘| | o
o 1. Click Start Capture y g = T \
Qoo00 FF FF FF FF FF FF 08 0 46 07 FE;'
golo 00 48 &5 <8 00 00 g0 1 50 a2 CC
gozZ0 01 FF OO0 89 00 8% 040 24 2D F<
Qo030 00 o0 o0 OO0 o0 00 20 4% 50 45 445
o040 44 45 46 43 41 43 41 4 41 43 41
Statistics 1| I Llnncln 41 4-q 41 A A A AR AanaY Ada AN anJ
Links Q_ I this window it will be decoded the content of packet editc 2 PaCkEtS will appear her&
Help see its position in packet editor windaow,
Done [P o EE /100 [IP: 192.166.1.9 MAC: 00:06:
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Configuring Iris
There are a variety of settings you can configure to make sure Iris is capturing
exactly the data you want.
To open the Settings Window,
Click Tools > Settings.
Select the module you want to configure.

When you have completed your changes, click OK.
Capture

Settings E |

O peration

% Fun continuousl

cellaneous " Stop capture after filling buffer

Load thiz filker at startup

| —

¥ Scroll packets list bo enzure last packet visible

¥ Use Address Book

] I Cancel Aol Help

Option Description

Run continuously When the buffer is full, Iris will overwrite older packets from
buffer.

Stop capture after Iris fills one buffer and then stops capturing packets.

filling buffer

Load this filter at Select the filter that should be loaded and applied by default.

startup Also see Command Line Arguments.

Scroll packets list to | Iris will scroll the packets list when a new packet is inserted.

ensure last packet This ensures that the most recent data is shown in the

visible packet capture window.

Use Address Book Iris will use information stored in Address Book. MAC
addresses will be replaced with MAC aliases, and IP
addresses with corresponding host names.
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Decode

Xl
@ Capture Decode
¥ Decode —DMS Reverse Lookup
@ Adapters
& Guard [¥ UszeDMNS Edit DM file |
Miscellaneous
—HTTF Prosy
HTTF port IEEI

[T Decode UDP datagrams

[+ Scroll zessions list bo ensune last session visible

¥ Use Address Book

] I Cancel Apply Help

Option Description
Use DNS Lets you look-up hosts in the Decode View. This provides

resolved names (if they are available), making it easier to
view the hosts you are dealing with.

Edit DNS file Iris caches in this file DNS names of local hosts. Use this
option to modify the content of the DNS cache file. Once the
file is saved back to disk, the modifications will be made
available to IRIS.

HTTP proxy Enter the proxy port value. Use this option in case HTTP
traffic is not using the default port (80). This value will be
used to recognize HTTP sessions.

Decode UDP Indicate if you want Iris to show the content of UDP
Datagrams datagrams in Decode Mode.

Scroll sessions list Iris will scroll the Sessions list. This ensures that the most
to ensure last recent data is shown in the packet capture window.
session visible

Use Address Book Iris will use information stored in Address Book. MAC

addresses will be replaced with MAC aliases, and IP
addresses with corresponding host names.
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Adapters

Settings

#® Capture Adapters

" Hl..'. ellaneous

RAS Async Adapter
WA Minipart [L2TF)
Witk Miniport [FPTF)
Direct Parallel

Witk Miripart [IP)

MNETGEAR

o]

WA M |n||:u:|rt [N ehwark, konitor]

zt Ethernet Adapter [NGRPCI]

Cancel

el

Help

]|

Lists all installed adapters. See “Installing Iris” for more information about
supported Ethernet cards.

To change an adapter,

Click the adapter.

Click OK (you don't need to click Apply).

Adapters can be changed even while capturing.

Note: RAS adapters are not supported under Windows 2000/NT/XP. They are
supported on Windows 9x/Me.

Monitoring Network Activity

11



Guard

#® Caphure

“ O =]

@ adapters
v

Enable alarm sound
Play thiz wave file

| B

Log to file

II::"uF'rl:ngram Filez righalarm. txt J

¥ lgnore all local connections
[ Ignore cornections on these ports 53 |

[ Use software filter

] I Cancel | Apply | Help

Option

Description

Enable alarm sound

Iris will play an audio alarm when a connection attempt is
detected.

Play this wave file

Audio file that will be played instead of the default sound.

Log to file

File where connection attempts will be saved.

Ignore all local
connections

Iris will use current IP address and network mask to
determine if an address is from the local network or if it is
from an external host.

If this option is checked, Iris will not take into consideration
connection attempts initiated by local hosts.

Ignore connections
on these ports

Iris will ignore connection attempts seen on a port from the
allowed ports list.

Use software filter

If this is checked, Iris will apply filter rules to connection
attempts.

If this is cleared, Guard will notify all connection attempts
(which are not filtered by the allowed port list) regardless of
the applied software filter.

This option allows the Guard module to function
independently of the current filter.

However, using the filter gives you the option to watch
connection attempts only on specific hosts.

In both cases, the Ignore connections on these ports
option will be in effect.

Note: Even if Use software filter is checked, a filter will be
applied only if Apply filter to incoming packets is ON.

12
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Miscellaneous

Settings x|
Miscellaneous

temary allocated: 15.26 MEB

Packet buffer size IE':":":' _Ij packets
Stop when free dizk space drops below Iﬁ ME

[~ Enable CPU overload pratection

" Capture
‘! De :
@ ndaprers

[ Start automatically with ‘windows

v Check for updates when program starts

| ] I Cancel Apply Help

Option

Description

Packet buffer size

Number of packets that the internal buffer can hold.

Stop when free
disk space drops
bellow

Allows you to set a break-off point for packet logging. Iris
will stop logging packets when disk space gets very low.
This stops a denial of service (DoS) attack aimed to fill
the hard disk of the system that Iris is running on.

Note: If Decode module is enabled, Iris will als-o create
temporary files using disk space from the partition where
it is installed. These temporary files are deleted when
New Capturing Session is selected or when Iris exits.

Enable CPU
overload
protection

Iris will not display packets when the CPU usage is at
100% for more than 4 seconds. As soon as CPU usage
is less than 100%, Iris will start displaying packets again.

For advanced users:
To customize "CPU Overload Protection" add the
following entries to the registry and modify their values:

[HKEY_CURRENT_USER\SOFTWARE\eEye Digital
Security\lris\CPU_Usage]
"CPU_load_threshold"=dword:00000064
"Seconds_load_threshold"=dword:00000004

Description:

CPU_load_threshold means the CPU usage percentage
from which lIris starts counting seconds
Seconds load threshold is the number of overload

Monitoring Network Activity
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seconds after which lIris starts reducing its processing.

Start automatically | Starts Iris automatically when Windows starts, allowing a

with Windows packet-log to occur as soon as possible.

Check for updates | If checked, Iris will check if a new version is available
when program and will display What's new in the latest version. System
starts has to be connected to Internet for Update to work..

Using schedules

Schedules : Untitled x|
|Disal:uled O ojofoojofofojojofrfijrf{i(1|tjr{1frjr|{z(2|2]|2
(N O = o I = 1 oj1(z2]3

3un

Maon

Tue

Wed

Thu

Fri

Sat

MHew Copy Drelete Select all|  Clear all DK Cancel

Using Schedules, you can configure Iris to capture packets only in certain
timeframes.

Blue means CAPTURE, white means DO NOT CAPTURE.

In the image above, Mornings schedule will make Iris capture from 7 am to 1 pm
every day except Sunday.

When Iris is managed by a schedule, the caption bar in Capture mode will indicate
the name of the running schedule:

‘ Capture using schedule: Mornings L

Note: Bandwidth Chart will be updated even if Iris capturing is stopped by the
scheduling engine.

14
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Optimizing Iris

Through the effective use of filters, you can limit the amount of data Iris captures,
resulting in the most efficient performance.

For information on setting Filters, see “Creating Filters.”

Using the Packet Interface

The Packet Editor displays packets in Hexadecimal and displays an ASCII
representation of the packet on the right side. By clicking any portion of the
Hexadecimal display, the corresponding field displays in the packet decoder

window.

The Packet Hex Display Window allows you to edit, modify, and send packets. By
selecting a place in the Hexadecimal view or the ASCII view of the packet and
typing, you can overwrite parts of the existing packet. This new packet can then

be sent, pushed into Packet Display Window or saved to disk.

The Packets window displays the capture list, the Packet Decoder window, and

the Packet Editor

Packet Decoder - + X
i @ IP Options = Mone =]
7] TCP header
Source pork = 25 SMTFR
Destination park = 1345
Sequence number = 2471537394

----- @ Aknowledgement number = 736036¢
----- @ Header length = 5 {20 bytes)
[=I-{#%] Flags
I 1 IUrgent pointer =0
T L, BCK =
vl Push=

..... 0.. Reset =0
it 005V =10

----- & Urgenk painter =0
----- & TCP Options = Mone
o W P S o T I T, §

J omil

Mo. | MAC source addr | MAC dest, addr | Frame | Probocol | addr. IF 51
1 Alice Bob's adapker  IP TCP-= SMTP  smtp.dnt.t
Z? Bob's adapter alice P TCP-= SMTP  ppp-144.d
3 Alice Bob's adapker  IP TCP-= SMTP  smkp.dnk.t
4 flice Bob's adapker 1P TCP-2 SMTP  smkp.dnk.t
5 Alice Bob's adapker  IP TCP-= SMTP  smkp.dnkt.t
6 Bob's adapter alice P TCP-=SMTP  ppp-144.d
7  Bob's adapter alice P TCP-= SMTP  ppp-144.d
g Alice Bob's adapker  IP TCP-= SMTP  smkp.dnk.t
9 Bob's adapter Alice P UDP-=DMNS  ppp-144.d
10 Alice Bob's adapker  IP UDP-=DMNS  193.226.1
11 alice Bob's adapker P TCP 209.185.1
12 Bob's adapter Alice P TCP-=POP3  ppp-144.d
13 Alice Bob's adapker  IP TCP 209,185.1

ol

BE = o

oooo 44 45 53 54 00 00 20 53 52 43 00 00 08
0O010 0o 31 21 78 40 00 3E Osf 45 DD C1 EZ &4

nn2n 2w an nn

19 Nng 41

g2 BN oaAAx wP NN 70 AW
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Packet Decoder

Using a standard folder-type interface, the packet decoder shows the packet
broken down into its parts. This provides a clearer display of the packet aspects.

To display the Packet Decoder,
Click Capture. if the packet decoder view is hidden.

To keep the Packet Decoder view open, click the pushpin 1.
To hide the Packet Decoder view, click the X displayed at the top.

Each header it finds (MAC, IP, ICMP, TCP, and UDP) will be broken down,
displaying each part of the packet and the data it contains.

If the Packet Hex display is open, it will correlate the selected part of the decoded
packet to the actual Hex-Dump of the packet. The selected portion will be
displayed in the Hex-Dump in red.

Various checksums found in IP, TCP, UDP headers are instantly computed and if
they are wrong, the correct value is displayed. This makes it easier to create new
packets from captured ones.

F'au:ketDeu:u:u:ler - + X

El I:I HAE header [Ethernet I1]
----- . D estination: FF:FF.FF:FF:FF:FF Broadcast
----- Source; 00.40.CC; 3E:BE:8C
Pobe @ Type: 08-06 ARFP
=-_ ARP header
----- @ Hardware type = 1 [Ethermet [108b])
----- @ Protocol type = 2048 [08-00 Dol 1P)
----- @ Length of hardware address = B bytes
----- @ Length of protocol address = 4 bytes
----- @ Operation code =1 [ARP request]
----- Sender's hardware address = 00:AQ:CC:3E:BE:3C
----- Sender's protocol address = 132.168.1.63
----- Target hardware address = 00:00:00:00:00:00
----- Target protocol addres: = 132.168.1.151
----- @ 18 bytes frame padding
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Capture Window

The top portion of the window displays packets as they arrive. You can select
specific packets to be shown in the Decoder Window. It also allows you to right
click a specific packet and perform certain functions on it.

To reorder packets,

Drag and drop the packet within the window.

Re-order columns by dragging column headers.

Mo, | RAC source e Frama | Froboeal | Ak, [P are dyckde. 19 ek Port s Port dest | SE0Q) ALK e | &

T Ry adapier IP TiF-= HTTR BTH 54,200,32.000 4135 00 NTWHIE  1H1EEIT

B Risy's Adapier IF TiF-5 HTTR BTH £4.208,32.000 4135 8D ITIEEIEE 141692237 3L

9 DOOZERIAFIIFE TP TiF- HTTR ELE0EI2. 000 ETM 80 4135 IEAZ2ZET  ILTIFEEHE &0

0 D0OEHIAFTHFE TP TiF-3 HTTR ELZ0E32.000  ETM &0 4135 MIEA22EET  ILTIEESAZ 175

it DDLR:BHIAFDFE IR TP HTTP £ Z05.32. 000 ETM &0 4135 TERZM0E 317305542 1514

17 Rieys Adspler P TeP-2 HTTP ETH £4,208,32,100 4935 &0 IITHEEEAT  41ENI3EEE 54

13 elEzAFRE P TCP-= HTTR B 2552 100 BT 1] 43 RERL-r s I R

14 Ribsy's fudapier e TeF-2 HTTR BfH 64,200, 32.100 4135 TSN 191088ES

1% 00ORiBMIAFTIPE P TF-= HTTR 20832, 100 BTM 0o 4135 418824520 NFIESHZ w0

16 Risy's adapier IF TiF-& HTTR BTH £4,200,32.000 4135 80 WTETEHT 14169042

17 Riey's Adapter IF TCF-5 HTTR BTH £4.208,32.100 4135 8D ITIHEHZ  41EAME2E

15 Riey's Adapier IF LR~ D BTH ZIE3Z T 413 53 =S

i9 DDOEHIAFTCFE TP [T 2632 EHT ETM 53 4138 LT
Option Description
Resize to fit Automatically set the sizes of columns to extend as far as

the text goes.

Ensure last visible

Iris will scroll the list when a new packet is inserted.

Columns

Customize the displayed columns.

Use Address Book

The address book replaces the 6-byte hardware address
(MAC) or network address of the network node with its
respective symbolic name and using the specified color.

Monitoring Network Activity
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Packet Editor

To edit a packet,

If the packet editor view is not displayed, click Capture > Show Packet Editor.

Highlight the data you want to edit.

Right-click to display a pop-up menu with common Windows editing commands.

Copy bo i style (21 bytes)

Cuk

Copy
Faste

Delete

Select Al

Option

Description

Copy to C style

Copies the selected text to the clipboard in a form ready to
be used in a C program.

For example, if the selected data is TR OEEKEY, the
clipboard will contain the following string:
\x13\x00\x00\x20\x11\x94.

The toolbar
commands:

at the top of the Packet Editor display window provides the following

Iris

Option

Description

[A

Packet Operations

New Empty Packet, Clears the buffer and
allows you to enter data to create a completely
new packet.

Delete, deletes the currently selected packet

Save Packet to Disk

Saves the currently displayed packet to disk.

=
=

Modify Packet Size

Allows you to change the current size of the
packet. It can be made bigger or smaller,
depending on your needs. Making the packet
bigger pads it with NULL (Hex 00) bytes.
Making the packet smaller takes the end bytes
off.

Insert this packet into
packets list

Pushes the packet into the packet buffer. The
new packet will show up in the Packet Display
Window.

Send This Packet

Sends the currently shown packet over the
wire.
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To open the Packet Editor and send packets,

Click Capture > Show Packet Editor.

Click a packet.

Click Send Packet iif

[T Disable Loopback

Send 1 frame o ] A

—Send

i~ Continuouszly
& Number of times I'I _|j

— Delay between packets

a

Delay = ms

Cloze |

Option

Description

Send Continuously

The selected packet will be sent until you click Stop.

Send Number of
Times

Set the number of times you want the packet sent.

Delay between
packets

Set the number of microseconds you want between
transmissions. If set to 0 ms, Iris will send packets extremely
fast bring the bandwidth utilization close to 100%.

Disable Loopback

Click to stop receiving your own packets.

Send

Click to start sending packets.

Stop

Click stop sending packets.

Monitoring Network Activity
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Marking Packets

You can group packets by marking them. Marking can create a specific buffer of
captured packets that you would like to save, delete from the screen, or send back
to the wire.

To mark one packet,

Right-click a packet and select Mark packet from the pop-up menu.
To mark multiple packets,

Double-click each packet you want to include in the group.

You can also use the Find Packets command to mark packets using filter rules.

" Unmark packet fiE Mark/Unmark selected packet. See Marking packets.

sy Mark all packets Mark all displayed packets.

wi, Mark whole session Unmark all displayed packets.

£# Unmark all packets Mark all packets within current packet's communication
Invert selection thread (TCP session, UDP channel)

Mark unmarked packets or vice versa.

sl Send this packet
iﬁ Send all marked packets Send packet.
Send marked packets.
Id 5ave marked packets
add ko Address Boak » Save all marked packets to disk.
% Delets this packet Add to address book source or destination host.

% Delete all marked Delete currently selected packet.
+

Delete all marked packets.

Note: Packet(s) will be deleted only from list but will still be present in buffer.

This command will send marked packets from packets list window to the network.

EN= B 4

nooo FF FF FF FF 49 52 49 53 20 32 ZE 30 F5 00 06 04 ....IET3 2.EII...
0o0l0 00 01 OE EO 00 FF FO 00 00 00 EE EE 00 EE 00 Q0 ... .oeeennnn
0020 65 45 Y2 65 FF 00 00 00 00 00 00 00 00 00 00 00 eEve..cvevennsss
ooso0 0o Qo oo oo Q0o Qoo e
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Sending Packets

There can be only one selected packet. If you want to send more packets to the
network, mark packets and use Send Marked Packets command.

To send a selected packet,

Highlight the packet you want to send in the packet list.

Click Send 3

Using Iris to Troubleshoot Your Network

You can use lIris to troubleshoot and stress-test your network by sending custom
packets to specific ports or addresses or sending one or more packets repeatedly
across the network.

When Delay between packets is set to 0 ms, Iris will send packets extremely fast.
On a 10 MBPS, Iris can send up to 9000 packets per second bringing the
Bandwidth Utilization up to more the 90%.
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Using Iris to search traffic for words

Use this feature to locate sessions (like web pages, emails, etc) containing

specific words. All
sessions containing

To open the Search Traffic dialog, click on the

sessions displayed in Decode will be searched and those
the strings will be marked with a red exclamation mark.

o]

toolbar icon or use the menu

Decode | Find words...

Click Reset to remove marks from sessions.
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Decoding and Reconstructing
Captured Data

In decode mode captured data is reassembled in a way that allows you to actually
view each session as if you were the actual owner of the session.

Decoding and Reconstructing Captured Data

In addition to the expected sniffing functions, Iris lets you reconstruct data and
display all content that was captured. In decode mode, captured data is
reassembled in a way that allows you to view each session as if you were the
actual session owner. Many common protocols can be reconstructed in this
manner.

Session assembly

TCP is a connection-oriented protocol. This means that in a normal TCP session,
such as downloading a web page, a certain sequence that must be followed to
create a connection, and then to destroy that connection. TCP is also session
based, meaning that once a connection is established, it remains established and
can send data until it goes through a proscribed close sequence.

Traditional sniffers offer you a view of all packets representing a TCP sequence.
You can look at each packet in the session in sequence and a knowledgeable
administrator can determine what was happening in a TCP session.

Iris takes this one step further. A reassembled HTTP session is fed into a decoder
that allows it to be displayed as a fully rendered web page. This allows Iris to not
only show you the packet that created the session, but a realistic view of the
actual contents of data sent within that session. This applies to other session
types as well. Iris can reconstruct emails and their attachments also.
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Setting Decode Options

To change your decode settings,

Click Tools > Settings > Decode.

# Capture Decode

ﬂ DS —DMS Reverse Lookup
#® Adapters

#* Guard ¥ Lse DMNS Edit DM file |

& Miscellaneous

—HTTF Proxy

HTTF part IEEI

[T Decode UDP datagrams

[+ Scraoll zeszions list to ensure last session visible

¥ Use Addiess Book

k. I Carnicel Smply Help

Select the settings as described below.

Setting Description

Use DNS Allows you to look-up hosts in the Decode View,
providing resolved names (if they are available). This
makes it simpler to view which hosts you are monitoring.

HTTP proxy Enter proxy port value. Use this option in case HTTP
traffic is not using the default port (80). This value will be
used to recognize HTTP sessions.

Decode UDP Selects whether or not you want Iris to show the content
Datagrams of UDP datagrams in Decode Mode.

Scroll packets list to Select whether or not you want the session list to scroll,
ensure last session ensuring the most recent sessions are displayed on the
visible screen at all times.

Use Address Book The address book replaces the network address of the

network node with its respective symbolic.
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The Decode Menu

Disable/Enable Decode

When lIris is used to look only at packets, we recommend you disable the decode
module. (TCP session’s reconstruction). However, if the Decode Logging is
enabled, the decoding will take place even if Display Decoding is OFF.

When Decode is disabled, Iris will not send the packets to the Decode engine and
therefore the only way to decode packets captured in the past (which are not in
the current buffer) is to load a log file containing them.

To Disable or Enable decode output,
Click Decode > Disable Code Output or Enable Code Output.

Note: If Decode Logging is on, Iris will still decode sessions.

Send Buffer to Decode

Iris starts reconstructing TCP sessions when its buffer is completely filled or when
Capture is stopped. So, if you set a 5000 packets buffer and your traffic is at about
1000 packets a minute, you have to wait 5 minutes until you see something in
Decode Views. The Decode buffer command may be used to start the decoding
process sooner, without waiting for the buffer to be completely filled.

Viewing Host Activity

The Host Activity window displays a tree-view of hosts that have had traffic. If a
host is selected, it displays a list of possible types of traffic. The traffic is broken
down by service. As a service is selected, a list of sessions between client and
server are displayed in the session list window. Selecting one of these session
traces will cause it to be decoded in the Session Data View.

To view host activity,
Click Decode. The Hosts Activity window displays at the left in tree form.

The following screen shows computers displayed from the local network.

Hosts activity -+ X|
= bt [192.168.1.6E)
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Viewing Sessions

To display a reconstructed session,

From the Decode window,

Click Decode > Send Buffer to Decode.

Select a host and click the desired protocol.

Select a session from the sessions list.

Click the packet you want to view.

Click E and select HTML as the viewing type.

The window will display in the lower window.

o6 R 20 O o 2

Referer:
Connection:
Tser—-Agent:
Ho=t:
Locept:

Date:
Server:
MIME-—wer=sion:
Gecurity-Scheme:
Get-Cookie:
Location: http:fﬁadsS.zdnet.cnmfifg=r34?&c730044fhttp:ffimages.zdn%}J

GET /ogi-bin/rad/aami.exe/RGROTP=r347 HTTP/1.0

http://www. nortonveb. com/ nw=/ 1033/ aym/ resources/ yikreadi. sk
Keep-Aliwve

Mozilla/4.5 [en] (Win95; I)

ads. zdnet . com
image/gif,
boecept—-Encoding: gzip
bocept-Language: en
hocept—-Charset:
Cookie:

HTTP/1.0 302 Redirect
Wednesday,

image/x—-xbitmap, image/Jjpeg, image/pjpeg image/pr

izo-5859-1,* ucf-5
cogversion=4; browser=C1E71572384D58C5; ad=a3i46l10

=

08-Dec-99 14:33:43 GMT
COpen-Market-S3ecure-Web3erver/2.0.5.RC0
1.0
S-HTTP/1.1 -
ad=a3id044; domain=.zdnet.com; path=/

The window displays the reconstructed session. In the picture shown above, for
example, it shows an HTTP request and below it, the answer from the web server
instructing the client browser to redirect to another location. You can also see that
the cookie was sent to the server in the request and how the server installed
another cookie on client's computer.

Toolbar Description
Button
= Traffic View Control allows you to select which types of traffic you want

a

to view. It offers you the option to watch only server side traffic, client
side traffic, or both. Watching both client and server is the default.

When Both is selected, meaning that the full session should be shown,
data sent by Client will have a blue color, while Server data will be
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colored in red.

@‘ Click this button to display a drop down menu with the following session
= data display options:

Packets
A Asci
& HTML

HTML: Allows you to change the format of the displayed session. The
default format is HTML. which allows web pages to be displayed as the
end user would see them.

ASCII: Displays text as normal 8-bit characters within the ASCII range.
This format will not display Web pages, but will show the HTML tags.

Packets: Displays the packets which comprise the selected session.

While the main view mode is HTML, it is sometimes useful to see a
session in ASCII mode. For example, if an e-mail is displayed in HTML
mode, the MAIL FROM: and RCPT TO: fields won't be shown because
they are enclosed in angle brackets <>. Switching to ASCII mode, those
fields will be revealed.

Click this button to display a drop down menu with the following session
options:

[ Save session
Copy ta clipboard
& Print thiz page

Save: Save all session's packets that comprise the selected session in a
capture file.

Copy to clipboard: Copy the content to the clipboard in HTML format.

Print this page: Print the window content.

Standard browser navigation buttons.

Retrieve sniffed page from Internet, using the original cookies.The Go Get
It! button is enabled only when a HTTP session containing valid GET
command is selected.This feature does not work with POST or other
types of server commands.

Use this option to instruct Iris to fit session's data in window. Sometimes
the displayed content exceeds the window horizontal size, requiring
extensive use of the horizontal scroll bar.

Viewing Session Data

The Sessions list window displays all sessions related to the hosts and ports
selected in Hosts activity window.

To view a session,

Click a session to see its data in Session data window.
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Right click a column header to display a pop up menu.

k4 Resize to fit Chl-R
IT Enzure lazt vizible
Colurnkis. ..
[w  UszeAddress Book
Command Description
Resize to fit Used to automatically set the column sizes to extend as far as
the text goes
Ensure last | Scroll the list when a new packet is inserted.
visible
Columns Opens up a dialog box that allows you to customize the
displayed columns
Bytes in Total number of bytes of data transmitted from server to client.
Bytes out Total number of bytes of data transmitted from the client to the
server.
Total bytes The sum of the above.

These values reflect only application level data (MAC, IP, and TCP headers are
not displayed). That makes it possible for sessions with a Total bytes value of 0,
(meaning that the session consists only in TCP/IP configuration packets) to be

displayed.

For these sessions, Session Data window will display the following message:
This session doesn't contain readable data. Choose Packets format to view

packets.
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Detecting Connection Attempts

Guard watches over your network, warning you when an intruder tries to connect.
It can be also set to notify you when someone inside your network tries to connect
to computers without authorization.

Guard displays the date and time of the connection attempt, the victim and
intruder IP addresses and the DNS name and port on which the connection
attempt has been made.

Note: If Guard raises an alarm, it doesn't mean that the connection was
successful. It means only that the victim was probed on the specified port. By
looking at victim's sessions in Decode, you can tell if the attempt was successful
or not.

Guard Settings

To enable Guard, from the left control pane, click Guard @ If Guard is off, you
will be asked to turn it on. When enabled, Iris will display the Guard window and
will monitor SYN packets addressed to local network computers.

OR
If the left control pane is not visible, click Tools > Guard > Enable Guard.
To change Guard settings,

Click Tools > Guard > Guard Settings.

#® Capture
“ Decode

L .T:I.a (=1F Play thiz wave file
#® Miscellaneous I J

Log ta file

II::HF'FH:IEFL&M FILESMIRISSalarmm. bt J

¥ lgnore all local connections
[ lgnore connections on these parts > |

[ Use software filker

(] I Cancel | SEpl | Help
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Make changes on any of the settings and click OK.

Setting

Description

Enable alarm sound

Iris will play an alarm when a connection attempt is
detected.

Play this wave file

You can select an audio file that will be played instead of
the default sound.

Log to file

File where connection attempts will be logged and saved.

Ignore all local
connections

Iris will use the current IP address and network mask to
determine if an address is from the local network or if it is
from an external host. If this option is checked, Iris will not
log connection attempts initiated by local hosts.

Ignore connections
on these ports

Iris will ignore connection attempts seen on a port from the
allowed ports list.

Use software filter

Apply filter rules to connection attempts. If this field is
cleared, Guard will log all connection attempts (which are
not filtered by the allowed port list) regardless of the applied
software filter.

This option is primarily used to allow the Guard module to
function independently of the current filter. However, using
the filter gives you the option of watching connection
attempts only on specific hosts.

In both cases, the Ignore connections on these ports option
will be in effect.

Note: Even if Use software filter is checked, filter will be
applied only if Apply filter to incoming packets is ON.
(Toolbar button)
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Guard Alerting

To enable Guard,

Click Watch incoming connection requests on the toolbar. |T

Open the Guard window by clicking on the Guard icon @ or go to Tools |
Guard | Show Guard window.

Guard window is shown below.

#! Connection attempts : - O] x|

20071: 36 7:57:03:393 » 192.168.1.66 [btr] was probed by 192.168.1.206 (] on port 1449
2001:2:6M7:57:03:393 > 192.168.1.6E [btm] wasz probed by 192.168.1. 208 [] on port 1456
2007: 36 7:67:03:393 » 192.168.1.66 [btr] was probed by 192.168.1.206 (] on port 1489
2001: 36175703393 » 192.168.1.66 [btm) was prgd by 192.168.1.206 [] on port 2018

2001: 3675703393 » 192.168.1.66 [btm) was pr.ed by 192.168.1.206 [ on port 2026
2001: 36 7:57:03:393 » 192.168.1.66 [btm] wasz probied by 192 168.1.206 [) on port 310
200726 7:57: 03393 » 192.168.1.66 [btm] was probed by 192.168.1. 208 [] on port 389
20070: 3675703393 » 192.168.1.66 [btrm] was probed by 192.168.1.206 (] an part 4343
2007: 36 7:57:03:393 » 132.168.1.66 [btm] wasz probed by 192 168.1. 206 [) on port 433
2001:2:6M7:57:03:393 > 192.168.1.6E [btm] wasz probed by 192.168.1.208 [] on port 7004
2001:3:6M7:67:03:403 > 192.168.1.66 [btm] was probed by 192 168.1. 2086 [) on port 436

: co |

v Scrall lizt

In this screenshot, you can see how 192.168.1.66 has been port scanned by
192.168.1.206.
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Creating Filters Eed

By defining and limiting the type of detail you collect, and saving it as a filter, you
can more easily analyze your capture logs.

Filters are selected through the Filter Menu or the Filter icon on the toolbar. They
can be saved and reused as needed. The active filter can also be edited before
you save it. If a filter is not collecting the data you want, it can be cleared from the
main menu.

Using the Address Book in Filters

The Address Book allows you to define your network nodes in more-readable
symbolic names.

To use the Address Book in a Filter Definition,

Right-click the packet that contains the address you want to filter on and select
Add to Address Book (Add source or Add Destination) menu item. This address
can now be used in creating filters.

Click Views > Address Book to open the Address Book.

From the left Control Panel, click Filters @ and open the IP Filter property
page.

Drag an address from under the Address Book tree branch into a filter cell on the
IP or MAC filters dialogs.

When inserting a MAC address that already exists in the Address Book but with a
different IP address, Iris will consider it a router entry and will change the type of
all entries with that MAC address to Router.

Hardware Filter

This filter tells the network adapter to capture the identified packets.

To set a hardware filter,

From the left control panel, click @ Filters.
Click Hardware Filter.

Select the filtering options as described below.
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Edit filter settings

-

& IP address

sanced

1 MAC address

— Hardware Filker
¥ Promizcuous [ Functional
o Wi ™ Hac frame
™ Mulicast [T Sounze routing
[T Group
™ &llimrulticast ™ St
I~ | Broadzast ™| &l functiorial

MHate: Thiz filter becomes effective
az s0oh az Apply ar OF. buttans are clicked

Help

Cancel Apply

o]

Setting

Description

Promiscuous

Capture all packets from current network segment.
This is the default mode of operation. To function at whole
capacity, IRIS must stay in promiscuous mode.

Directed Let pass only those packets sent directly to this adapter. Packets
leaving this adapter will not be captured.
Multicast Capture multicast packets.

All multicast

All multicast address packets, not just the ones enumerated in the
multicast address list.

Broadcast Broadcast frames (destination MAC address FF:FF:FF:FF:FF:FF)

Functional Functional address packets sent to addresses included in the
current functional address.

Mac Frame NIC driver frames that a Token Ring NIC receives.

Source All source routing packets. If the protocol driver sets this bit, the

Routing NDIS library attempts to act as a source routing bridge.

Group Packets sent to the current group address

Smt SMT packets that an FDDI NIC receives.

All Functional

All functional address packets, not just the ones in the current
functional address.

Creating Filters
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Layer 2,3 Filter

Use this filter to track packets based on their type (level 2) and if there are IP

packets, on their subtype (level 3)

To set a Layer 2,3 filter,

From the left control panel, click ﬁ Filters.

Click Layer 2, 3 Filter.

Select the filtering options as described below.

Selecting one protocol from Layer 3 list, will automatically select an IP type from

the Layer 2 list.

Edit filter settings

o IPa
'! Ports
& sdvanced

Layer 2, 3

Frame Layer 3+ [IF]
[ 4FF [0:0806) f’ [ EGP [0x08) i|
[ Do IP [0x0800] [ ENCAF [0462]
[ FPF frame [0:C021] [ ICMP (001
[ Reverze ARP [0<2035) O 1GMP [0x02)
[] SNMF [0x214C) [ IGRP (0+52]
[ 2Com [0x6010] [] OSFFIGP [0+59]
[ 2Com [0x6011] [ TCP [0x08]
[ 3Com [0x6012] ] UDF [0:11]
[ 3Com (0x6013] [ 3FC [0x22)

[ 3Com [0x6014)

sl

e |nclude

N R

1

[ AES-SP3-D [0x50)

| o

" Exclude

MHate: Click Help ta find aut how ta custamize this filker

| k. I Cancel Spply Help
Select the Mode.
Include: Only packets matching the filter condition will be captured.

Exclude: Packets matching the filter condition will be discarded.

Select the packets you want to include in the Filter.

If you want to test the filter, click Apply.
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Customizing protocols

You can customize any protocol by editing proto.dat, located in the Iris installation
directory.

For Layer 2, edit entries under the [PROTOCOL] section and for layer 3, edit
entries under [IP PROTOCOL] section.

To edit the file,

Open WordPad.
Click File > Open.
Select All documents.

Navigate to the Iris installation folder, and select proto.dat. (The .dat extension
may hidden.)

New protocols can be added and existing protocols can be modified. To place a
type among the first ones displayed in this filer, precede its name with an
underscore.

Example: (taken from the proto.dat file)

01 _ICMP [Internet Control Message]
02 IGMP [Internet Group Management]
03 GGP [Gateway-to-Gateway]

ICMP and IGMP will be displayed among the first entries while GGP will be
displayed where it fits alphabetically order.

Layer 2 entries can be edited to represent a range.

Example:
1001-100F Berkeley Trainer

All 1001,1002,1003...100F values will be decoded as Berkeley Trainer.

Restart Iris to activate the changes.
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Words Filter

Use the Words filter to track packets or sessions containing certain strings.
The string comparison is case insensitive.

For specific help regarding this rule's controls, keep the mouse over the
controls. A tool tip will appear, explaining what are they meant to do.

To set a Words filter:

From the left control panel, click @ Filters.
Click Words Filter.

Select the filtering options as described below.
Enter the word strings you want to filter on.

Use AND or OR radio buttons to specify if packets should contain at least
one string (OR) or all strings from the strings list (AND).

Edit filter settings

) Hardware filker

— Stringz that must be in packet— —Insert zting

zecret
) IF address project Il
#® parts

“ Advanced £- Insert

R emove -»

L

f= anD  0OF R emowve all

b ode
’Vr' Apply filker to packetz & Mark zessions containing words

Mate: Thiz filker iz anly [nchizive

k. I Cancel Apply Help

Apply filter to packets:
This is the "traditional" word filter mode where only packets matching the
filter rule are captured. All other packets are discarded.
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Mark sessions containing words:

In this mode, Words filter will let pass all packets but will mark in Decode
view those sessions containing filtered words.

After data is collected, in Decode mode we will see:

Hosts ackivity - o+ X
EMURMENDARK (192.168.1.3):
- m? dexter (192.168.1.9)
T TCP->139(139)
g2 TCP->80 (80)

- WINZK_SPO (192.168.1.200)

+-® (192.168.1.62)

Please note the | mark. It signifies that "dexter" sent or received data

containing both "secret" and "project" words and the words were in a HTTP
session (port 80). Clicking on the marked protocol, we will be able to see
the session containing the words:

Mo. | Date/Time (M:0eyihim:s:ims) | Client | Server | Client port | Server port | MAC diient | = |

@2 6:11:2001/16:27:51:413 dexcker v, google,com (216,239,333, 100) 2392 an dexter
6:11:2001/16:258:10:090 dexter : 3

.google.com (216

%4 6:11:2001/16:42:5:471 dexcker v google,com (216,239,333, 1000 2400 an dexter _|;|
3

< |

@6 B =20 @D e &

F
GET /search?num=100&hl=en&lr=&s3afe=offLq=secret+projectehtnG=Google+3earch HTf_
Aooept: image/gif, image/x-xbhitmap, image/ipeg, image/pipedg, applicationdvnd.n—
Feferer: http:ffwww.gDDglE.cumfsearch?num=100&hl=en&lr=&safe=uff&q=fecret+pruj
boecept-Languadge: en-—-us

For specific help regarding this rule's controls, keep the mouse over the
controls. A tooltip will appear, explaining what are they meant to do.

Note: This filter is only inclusive. It only captures packets that match the
rule.
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MAC Address Filter

This filter class allows you to track based on specific hardware layer addresses
known as MAC (Media Access Control) addresses. This filter monitors specific
packets originating or destined for specific hardware adapters.

To filter on a Mac Address,

From the left control panel, click ﬁ Filters.

Click MAC Address Filter.

Select the Mode.

Include: Only packets matching the filter condition will be captured.

Exclude: Packets matching the filter condition will be discarded.

The top box includes addresses already known to Iris (including those in the
Address Book). You can click and drag addresses from the Known Address box
and drop them into the Address 1 or Address 2 fields. If you do not want to click
and drag known addresses, you can enter addresses manually by typing them in
the appropriate fields.

Edit filter settings x|

MAC address

e m This host [0800450053E9]
'gia Broadcast/Multicast

@ Hardware filker

tode

EI@ Address Book i+ |nchude
" Exclude

[l Alice (205352430000)

- [¢d Bob's adapter (444553540000)

ﬁ Advanced

Mo Address 1 Dir. Address 2

M A A

| ] I Cancel Apply |

I
L
ae)
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IP Address Filter

The IP Address filter allows you to filter on source or destination IP addresses.

To filter on IP Address,

From the left control panel, click ﬁ Filters.

Click IP Address.
Select the Mode.

Include:

Only packets matching the filter condition will be captured.

Exclude: Packets matching the filter condition will be discarded.

The top box includes addresses already known to the Iris (including those in the
Address Book). You can click and drag addresses from the Known Address box
into the Address 1 or Address 2 fields to filter on these addresses. If you do not
want to click and drag known addresses, you can also add addresses manually by
putting your cursor in the appropriate field and typing.

Edit filter settings

=l Address Book -
@ 192.168.1.207 [4DVANCED)  _y [ Mode
# MAC address [ 192.168.1.65 [BTM) % Inchude
| 1P address [P 192.168.1.62 [DEFIANT) ~
& Ports | .[@H 197 1RA 1 198 MFSTROYER) _Iﬂ Euzlud
@ Advanced ! '
No Addrezz 1 Dir. Address 2
1] 192.165.1.207 v >
2 Lot
3 Lo
4 Lot
5 X
2 Lot
.
| k. I Cancel Apply | Help

IP address
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Ports Filter

The Ports filter allows you to capture data based on source or destination Port
numbers including TCP port numbers associated with services like SMTP or
HTTP. By watching for traffic on a specific port, you can limit your packets to these

types of services.

List of known ports can be sorted by Description or Port number by clicking on
corresponding column headers.

From the left control panel, click ﬁ Filters.

Click Ports.
Select the Mode.

Include:

Exclude: Packets matching the filter condition will be discarded.

Select options from the Known Ports list.

Click Insert.

To remove ports from the filter list, click Remove or Remove All.

Only packets matching the filter condition will be captured.

Click on the corresponding column headers to sort the list of known ports by

Description or Port number.

Edit filter settings

i o
™ MAC address Ba
A3
ﬁ IF Elljljr E55
ﬂ Ports

ﬁ Advanced

Filtered ports

Cuztom port

- |nzert |

Remowve -» |
Remove all -» |

% |nclude

o]

Cancel

F.nown ports [doubleclick to add)

Description

| Part

BOOTPC
OMS

=] H

ECHO
FIMGER s
FTP 21
FTP-DATA 20
HTTF a0
HTTPS-55L 443
IM&P 143
LOAP 339
LOGIM a13
METBIOS-DGM 138 LI
™ Exclude

Apply

I ate: Filtered ports apply to packet source port OF destination part

Help
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Customizing ports

Open WordPad.
Click File > Open.
Select All documents.

Navigate to the Iris installation folder, and select proto.dat. (The .dat extension
may hidden.)

ICMP and IGMP will be displayed among the first entries while GGP will be
displayed where it fits in alphabetical order.

Example: (taken from the proto.dat file)

01 _ICMP [Internet Control Message]

02 _IGMP [Internet Group Management]

GGP [Gateway-to-Gateway]

For TCP ports, edit entries under [TCP PORTS] section.

Note: Ports should be entered in decimal.

New ports can be added and existing ports can be modified. To place a port value
among the first ones displayed in this filer, precede its name with an underscore.

Restart Iris.

Creating Filters
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Advanced Filter

Two filter rules are available in this filter page; size and packets containing
hexadecimal data.

From the left control panel, click ﬁ Filters.
Click Advanced.

Select options as described below.

Edit filter settings x|
#® Hardware filber Advanced
¥ Size
; e Show packets having Irru:ure thar j IEU bt
“ Porks
ﬂ Advanced
v Data

Show packetz having Hex data [maw 10 bytes]  Offzet

Iff £ xx XM MM MM NN HNN MY ¥x gt [0x0100

[rata lenath: 2 bytes

Mate: Thiz filter iz only Inclusive

| k. I Cancel Apply Help

Option | Description

Size Use this filter to let pass packets having more, less, exactly, or a different
number of bytes than a given value.

Data This is useful for packets that can't be properly filtered using other filter
rules, if they present a common pattern of having the same data at the
same offset.

All data bytes and the offset should be entered in hexadecimal. Note: Hex
data should be contiguous ("FF A0 xx 11 23" will be considered to be a 2
bytes buffer: FF AO)
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Logging Activity

Enable Capture Logging

To enable Capture Logging,

From the left Control Panel, click ﬁ Capture,
or Click Tools > Logs > Capture Logs.

Select the logging options you want to enable and click OK.

Note: You must select Enable Capture Logging to change any of the other
options.

Logs 4 B EI

# Decode
Decode E ing
ecode —v Enable Capture logging

— Capture log type

™ Create capture files [.cap]

¥ Create report files [.csv)

Select repoart fields
I Ma.. Time [homczms), MAC dest. addr, Frame, Protocol, . j

¥ take daily folders
Folder
ID Skemph

Mame

capture

N

] Cancel Spply Help
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Setting

Description

Create report files

With this option selected, Iris will create text logs in the csv
(comma delimited) format. Packets data will not be saved.

No | Timestam Type | Protocol IP src IP dest Size
p

0 3:0:0:000 IP TCP->POP3 XXX X XXX X 62

1 3:0:0:000 IP TCP->POP3 XXX X XXX X 1514

Setting Description

Select report fields

Select the fields that should be saved in Capture logs
(when saving as traffic reports).

Make daily folders

Iris creates a new folder for each day's logs. This allows
you to easily search and sort data.

Folder

Indicate the folder where logs should be stored. Make
sure the specified volume has enough free space.
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Enable Decode Logging

To enable Decode Logging,

From the left Control Panel, click ﬂ Decode,
or Click Tools > Logs > Decode Logs.

Select the logging options you want to enable.

Note: You must select Enable Decode Logging to change any of the other
options.

Make changes on any of the settings and click OK.

x|
# Capture Decode
s lecode 2
J Decode ¥ Enable Decode logging
&+ Single file
Log | Client - | datain
I J = Multiple files
— Single file zeftings
Filz
II::'xF'rl:ugram Filez'IriztLogsiDecodehlagfile. bt J
Wiew log | Delete Iugl
Save
Mo maore than |3 _:I limes [ Entire zession

] 4 I Cancel | Apply Help
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Setting Description

Log to file File where connection attempts will be logged and saved.

Logs can be saved in a single file or in multiple files.
Depending on the selection made, the Iris will display the
appropriate set of controls.

If logging is set to Single file, displayed controls will allow to
specify the path and name of the log file. Decoded sessions
will be appended to the specified file.

If logging is set to Multiple files, you must set the Folder and
file size limit. Logs names will start with Decode and will
contain the timestamp.

Logs type Iris can log the reconstructed session pertaining to the
client or the server.

Save If the reconstructed session has ASCII text, Iris can save

No more than only a number of lines (terminated with <CR>).

<number> lines For example saving 9 lines will usually result in logging only

the E-Mail headers and not the content.

Save Saves the reconstructed session.
Entire session

Enable Guard Logging

To enable Guard Logging,
Click Log to File
Enter the file name and location where you want the log file saved.

Guard log file is shown below.

2001:2:8/14:30:22:064 > 193.167.11.177 (lari) was probed by 193.167.11.189 ()
on port 27374

2001:2:8/14:30:50:145 > 193.167.11.177 (lari) was probed by 193.167.11.189 ()
on port 27374

2001:2:8/14:30:52:308 > 193.167.11.177 (lari) was probed by 193.1.15.17 () on
port 1243

In this log file, you can see that in only nine minutes 193.167.11.177, was probed
by two different intruders. They tried to connect to ports 27374 and 1243, which
are used by Back Orifice and SubSeven Trojan servers.
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Importing Iris Log Files to a Spreadsheet

You can import Iris Log Files into spreadsheet programs such as Excel™.
To create files to import into a spreadsheet,

Capture files

Click Tools > Logs > Capture logs.

Select Save as columned traffic report.

Click File > Save decoded packets > Columned report

To import files,

Open the spreadsheet program.

Click File > Open (Text Files) and select the log file to open.

Follow instructions displayed by Excel.

Logging Activity
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Displaying Network Statistics

Statistics show the number of packets or traffic volume (bytes) and can be viewed
in 5 different modes (Horizontal Bars, Pie, Pyramid, Vertical Bars and Doughnut)
and can display the following information:

e BytesIn

* Bytes Out
* Total Bytes
e Packets In

* Packets Out
Statistics can be updated or cleared using the left vertical toolbar.

Configuring Graphs

To configure the graph display,

Click View > [Protocol Distribution, Top Hosts, or Size Distribution].

Click bl ~ to see the graph configurations available.
|~
M
e
E—
Select the graph type.
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Displaying the Protocol Distribution Graph

The Protocol Distribution graph reports network usage based on the MAC, IP, and
IPX layer protocols.

Note: Protocol Distribution statistics are collected only if the Protocol Distribution
window is opened. When loading capture files, Iris will always collect statistics.

To display the Protocol Distribution Graph,
Click View > Protocol Distribution.
Click the tab representing MAC, IP, or IPX layer protocols.

Select options as described below.

im Protocols

s [HE w-Ele QRS

= T
= IP protocols W cirers
123
. SMTP
n ]
400000 DM
— 300000 POP3
. Ea——— Plat area
"""" IChP
HTTP
B TELRET
IP & MAC 3 IPX
[Move the mouse over a chart item ko get more information o
Note:

The list of ports that Iris will consider as being of interest can be customized by
editing ports.ini file in Iris installation folder.

If Iris sees a port which is not in the list specified in ports.ini, it will add the data in
the Others category.
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Icon Command Description

[ ] Packets Shows Protocol distribution based on the number of
packets.

= Bytes Shows Protocol distribution based on the traffic volume
in bytes.

123 Values Shows collected values in Horizontal Bars, Pyramid and
Vertical Bars modes.

1] Pause Pauses the chart update.

& Update Updates the chart (useful when the displaying is
paused)

b4 Clear Clears the chart.

= Save Saves the chart in FX format.

Copy to Copies the contents to the Clipboard.

Clipboard
- Gallery Provides a selection of chart types.

Horizontal Grid

Displays horizontal grid lines on the chart.

3D/2D

Changes the view from 3-dimensional to 2-dimensional.

Zoom

Select Zoom, then drag the mouse over the area you
want to view more closely.

Print Preview

Allows you to preview the graph and set printer options.

b &8l

Print

Print the graph
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Displaying the Top Hosts Graph
The host table provides an analysis of the IP layer traffic statistics collected for

each host in real time.

Note: Top Host statistics are collected only if the Top Hosts window is opened.
When loading capture files, Iris will always collect statistics.

To display the Top Hosts Graph,
Click View > Top Hosts.

Select options as described below.

{l. Top hosts
@8 M- Ee QRS
Top 10 hosts (Total Bytes) W 192163142

ME 00

X|& =845

7
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Icon Command Description
123 Values Shows collected values in Horizontal Bars, Pyramid and
Vertical Bars modes.
% Show Local When selected, IRIS will show only local hosts. To
hosts determine which one is local, IRIS uses gateway address
and local IP address.
Sorting Key Selects the type of information to be displayed.
1] Pause Pauses the chart update.
e Bytes Shows Protocol distribution based on the traffic volume in
bytes.
& Update Updates the chart (useful when the displaying is paused)
b4 Clear Clears the chart.
ﬁi Settings Set Address Book usage, number of hosts displayed, and
Update and Sort Intervals.
Update Interval: Number of seconds after which Iris will
update the chart
Sort Interval: Hosts will be sorted on the specified key
after this interval.
Use Address Book Note: If both Show hosts names
and Use Address Book are selected, Iris will try first to
use the name from Address Book and then the cached
DNS name.
Show N Hosts: Specify the number of hosts to be
displayed.
Show Hosts Names: If Use DNS is checked in Decode
Settings, Iris will use the names discovered instead of IP
addresses.
Note: The host names will not appear instantly but only
when they are resolved by the Decode engine)
n Save Saves the chart in FX format.
Copy to Copies the contents to the Clipboard.
Clipboard
- Gallery Provides a selection of chart types.
Horizontal Displays horizontal grid lines on the chart.
Grid
3D/2D Changes the view from 3-dimensional to 2-dimensional.
Zoom Select Zoom, then drag the mouse over the area you want

to view more closely.

Print Preview

Allows you to preview the graph and set printer options.

e 2B ME

Print .

Print the graph.
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Displaying the Size Distribution Graph

Statistics can show the number of packets with sizes in six different ranges (0-64
bytes, 65-127 bytes, 128-255 bytes, 256-511 bytes, 512-1023 bytes, and more
than 1024 bytes).

Note: When capturing, Size Distribution statistics are collected only if the Size
Distribution window is opened. When loading capture files, Iris will always collect

statistics.
To display the Size Distribution Graph,
Click View > Size Distribution.

Select options as described below.

|| Size Distribution

I B 054 bytes

Plat area

= 1024

[Move the mouse over a chark item ko get more information o
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Icon Command Description
123 Values Shows collected values in Horizontal Bars, Pyramid and
Vertical Bars modes.
Sorting Key Selects the type of information to be displayed.
1] Pause Pauses the chart update.
& Update Updates the chart (useful when the displaying is
paused)
> Clear Clears the chart.
n Save Saves the chart in FX format.
Copy to Copies the contents to the Clipboard.
Clipboard
- Gallery Provides a selection of chart types.

Horizontal Grid

Displays horizontal grid lines on the chart.

3D/2D

Changes the view from 3-dimensional to 2-dimensional.

Zoom

Select Zoom, then drag the mouse over the area you
want to view more closely.

Print Preview

Allows you to preview the graph and set printer options.

W 2ol

Print

Print the graph.
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Displaying the Bandwidth Graph

E Bandwidth

Bandwidth - Packets/sec

=10l x|

0.
1h]
._E.
7]
el
4]
-
[*)
1]
o

—
171859 171902 171903 1719208 171911 171913 171817 171920 17

[F [Current: O pkisfsec O bytes)s (0%) |Fwerage: 4 pktsfsec 775 bytess (1%) |F‘eak: 336 pkisfsec 263,42 KBfs (23%h) .;\
Icon Command Description
123 Values Shows collected values.
1] Pause Pauses the chart update.
> Clear Clears the chart.
Scroll Specify if the chart should be scrolled if new data
is available.
& Rescale Rescale the chart making the peak value the
maximum value of the Y axis.
& Settings Modify chart settings.
= Save Saves the chart in FX format.
Copy to Copies the contents to the Clipboard.
Clipboard
- Gallery Provides a selection of chart types.

Horizontal Grid | Displays horizontal grid lines on the chart.

Zoom Select Zoom, then drag the mouse over the area you
want to view more closely.

£ e
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El Print Preview Allows you to preview the graph and set printer options.

Print Print the graph.

Bandwidth is showing real-time charts with packets per second and bytes per
second.

On the status bar there are 3 panes displaying Current, Average and Peak values
of packets/second, bytes/second and percentage of utilization based on the
Maximum Bandwidth value set in Settings. (by default the value is the bandwidth
of the local network)

Shortcuts: Use UP/DOWN arrow to increase/decrease the amount of information
displayed while Bandwidth window is active.

Note: Bandwidth chart is collecting data only of the Bandwidth window is opened
and will collect data even if the Capture is stopped.

Bandwidth Settings

x|

— |lpdate interval — £oom fachor—

20 _| gec  Time frame: [Bh20m: 0] S

— M asimurm bandwidth [k ark]

|125I]4I3EI _I: bytes [10.00 MEPS)

v Log to folder

[C:4B andwicth Logs J

Cancel |
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Update Interval:

Is the number of seconds at which the chart is updated. By default Iris will hold in
memory 1500 values. At a sampling rate of 1 second, that means that the chart
will hold the latest 25 minutes worth of data (1500*1=1500 seconds = 25 minutes).
At 20 seconds, bandwidth chart will hold 8 hours and 20 minutes worth of data.
When the time frame ends, Iris will scroll the chart and the oldest value will be
deleted.

For advanced users:

The number of points can be modified by adding a registry key specifying the new
value. For this, create a new DWORD key named BandwidthPoints containing the
new value under HKEY_CURRENT_USER\Software\eEye Digital
Security\lris\Settings\.

Maximum bandwidth:

By default Iris will use the bandwidth of the local network. For example a 10 MB
network means 1.250.000 bytes per second. This value will be drawn in red within
the chart and will be used to compute the utilization percentage.

Log to folder:

If checked, Iris will save the bandwidth in .csv (comma delimited) files into the
specified folder. The time stamped log file will be updated at an interval twice as
big as the update interval.

Zoom factor:

Increase/decrease the amount of information displayed in charts. While chart
window is active the same effect can be obtained using UP/DOWN arrows.
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Creating Traffic Reports

Network traffic reports can be created once the captured/loaded packets have
been processed by the Decode engine.

A quick way to produce traffic reports for a specific IP is to click on the host entry
in Hosts Activity Window.

See following fig:

Hosts activity % -+ X|
R —

=M {193.231 00 )
- TCP- FTP {21)
- (1932310 09
4] TCP-= HTTP (80)

- e (193.23 305 W)

it TCP->1107 {1107)

----- TCP->1108 (1108)

Pome e - srrmm £ a s

If you want to produce reports for a group of hosts, click on Traffic Report toolbar
button (or go to View | Traffic Report menu), check the desired hosts and click on
Generate Report button.

Report Settings x|
Al hosts — Fepaort colars

19322
102 27 Backaground Title
19322 |- -
19322 —lI —lI
19322
19322
193,22 — Fepart
19322
W] 193,22
193,23 Path IE:"-.F'ru:ugram FilezhlrizhReports J
19322
193.2:

V¥ Show report in browser Generate report |

]S I Cancel |
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How to customize reports

There are 3 colors that can be customized for generated reports: background
color for tables, text color and Title color.

You can also select the folder where the report to be saved.

The default chart type is Pie, but this can also be modified by opening the Size
Distribution chart, modifying the chart appearance and then saving the chart as
ChartFX templates (no data) over the installed templ.chd file in Iris installation
folder.

To modify the appearance of the chart, right click on chart items.

Note:

The list of ports that Iris will consider as being of interest (and are added to the
Main Protocols Distribution section) can be customized by editing ports.ini file in
Iris’s installation folder.
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Using Command Line Arguments

;ommand

Description

/autostart

Minimize program and start capturing
upon loading.

[f: <filter filename>

Load a software filter file.

1?

Display command line argument.

/quiet

Iris will not show the eye icon in systray
when minimized, and will reduce its
screen messages. This option can be
used with /autostart. To regain lIris's
control, run Iris again.
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Appendix A-Frequently Asked

Questions

What is the “Guard” feature?

What is the “Decode”
feature?

Who should use Iris?

What differentiates Iris from
other sniffers?

What are the main
functionalities of Iris?

Guard can watch over your office and alarm you when someone from the
outside (or inside) tries to connect to your computers. Guard displays the
date and time of the connection attempt, the victim and intruder IP addresses
and DNS names and the port on which the connection attempt has been
seen.

If logging is turned on, the connection attempts will also be logged.

Decode is the module which reconstructs captured TCP or UDP traffic
transforming hundreds of hard to read binary packets into meaningful
information showing you the E-mails, web pages, and ICQ sessions traveling
on the wire.

Any organization that has a network should possess some type of traffic
analyzer. Iris makes it simple enough so that even a non-technical employee
can analyze the network traffic. Iris can also provide enough detail to satisfy
the most meticulous Network Security Administrator. Iris can also be a
valuable tool for any web developer.

Unlike other network sniffers, Iris has advanced, integrated technology that
allows it to reconstruct network traffic in a format that is simple to use and
understand with a push of a button.

There is no other sniffer that can show you the actual web page your
employee is watching during work hours. Using Iris, you can increase the
productivity by enforcing the Internet use policy.

Iris’s user-friendly interface makes it easy to navigate and use.

Iris utilizes and integrates the following advanced features and functionalities:
»  Packet reconstruction
»  Packet manipulation/forging

. Filter by Protocol Layer, keywords, MAC and IP address, TCP/UDP
port, packets size and custom data

* Logging network-wide foreign connection attempts

»  Reconstruction of common TCP protocols (reconstructs emails, web
pages)

* Logging “sniffed” packets

» Logging reconstructed sessions
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| have a firewall. Why should |
get Iris?

What are the system
requirements?

How does Iris work?

What exactly is a sniffer?

I'm on Token Ring network.
Will Iris work?

I'm on a modem under
Windows 2000. Will Iris work?

What types of logs does Iris
generate?

Can Iris create and send
custom packets?

| am seeing only my own
packets! Why?

Iris works in conjunction with your network firewall. If an attacker plots an
intrusion against an organization’s network, in most situations the firewall will
inform the network administrator. However, the evidence of such an attack is
incomplete and difficult to decipher. Iris will capture the evidence of network
intrusions and literally reconstruct every keystroke and movement, saving
your IT personnel valuable time.

In order to install Iris, you should be running Windows 95/98/NT/2000,
Internet Explorer 4.01 or higher, comctl32.dll version 5.00 or higher, and at
least on a Pentium 166 processor with 32MB RAM and 1GB HDD.

Iris processes every packet that goes in or out of your network and
thoroughly examines the critical information in order to obtain a precise
picture of the activity occurring on the network in a format that is easy to
understand.

Network traffic analyzing or “sniffing” is the process of monitoring network
traffic.

A packet sniffer is a wiretap device that plugs into computer networks and
eavesdrops on the network traffic.

No. We will add support for Token Ring in future versions.

No. We will add support for dial-up under Windows 2000 in future versions.
Iris works however with dial-up under Windows 9x and NT.

Iris logs packets, reconstructed sessions, connection attempts and bandwidth
utilization.

Yes, it can. Just pick the packet of your choice, modify its data and send it
back to the wire.

Because you are probably on a switch port. Try installing Iris on a hub port.
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Appendix B —
Networking Overview

This section provides an overview of network topology. It will help you understand
the technology behind sniffers and how they work. This understanding will help
you utilize Iris on your network most effectively.

Network basics

Networks can be considered logical maps of computers. There are a few basic
logical topologies in network design: logical rings, logical stars, and horizontal.

Logical Ring Topology

Network technologies like token ring utilize this type of technology. The ring
topology requires that the ring remain unbroken, and that each computer on the
network passes signals to its peers.
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Logical Star Topology

Wadestation

Wio testation

Mo destation

The logical star topology has a central point of congregation for network traffic. All

traffic to any node flows through a central point and is redirected to the intended
node.

Horizontal Topology

Whakestation Miadestation
Whakestation Mo destation

A horizontal topology is distinguished by the use of a shared medium for all nodes.
This type of topology is sometimes called a bus topology. Messages are
broadcast on the medium with destination information and typically only the node
the data is intended for responds. Ethernet is a horizontal Topology.
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Ethernet

Ethernet is a Collision Detection, Multiple Access (CDMA) technology. This
means that Ethernet enables multiple machines access to a single transmission
medium (Multiple Access), and can handle more than one signal at a time
(Collision Detection).

Since Ethernet is a Horizontal topology, it affords certain features that neither of
the other topologies can. Due to the shared media principle of Horizontal
Topology, all data destined to every node on a physical media is visible to all
nodes.

Ethernet Segments:

A single shared media for Ethernet is commonly referred to as a segment. All
computers sharing the same media are “on the same segment”.

Building an Ethernet based network usually involves the use of connectivity
devices such as hubs, repeaters, bridges, switches, and routers.

Hub

A hub is a multiple access point for an Ethernet segment. Multiple nodes can
connect to a single hub though its ports. Hubs can include 3 to 48 ports that can
be chained together to create even larger networks. Even though this seems to
resemble a logical star topology, it is in fact a logical horizontal topology. Hubs
allow more than two computers to share the same segment. It does this by
receiving signals from one port on a hub and sending them to all the other ports.
All nodes on a hub are on the same segment.

Repeater

A repeater is a device intended to overcome distance limitations of Ethernet. It
takes signals from one side of the repeater, amplifies them, and sends them out
the other side.

Bridge

A bridge is similar to a repeater, except that it sometimes bridges can act as long
haul extenders for an Ethernet network. You can use bridges to implement a
building-to-building single network by bridging Ethernet over a fiber optic line, or
by using an ADSL circuit.
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Switch

Router

Sniffer Theory

Packet filtering

A switch is similar in concept to a hub, except that is separates segments.
Switches can create multiple segments and their software knows which segment
to switch a packet to. Switches are often used to reduce segment size for a variety
of reasons; smaller segment sizes typically imply fewer collisions per node. They
also provide computers in a switched environment the ability to work at higher
speeds due to fewer nodes sharing a segment.

Routers are designed to move packets from one logical network to another. They
act as gateways between the networks, allowing packets to travel back and forth
across. Typically, routers operate at a higher network abstraction level than
switches. For example, to get a packet from one network to a different network, a
router is used. TCP/IP uses routers extensively to move traffic around the Internet.

Most modern Ethernet cards have multiple modes of operation. In their normal
mode, they look only at packets destined to their specific hardware address, or the
address assigned to the “Broadcast address”. Broadcast Addresses are
implemented so that data can be sent simultaneously to all nhodes on the same
segment. Promiscuous mode makes all packets on the segment visible and then
can be picked up by the Ethernet card.

Sniffing usually entails putting the node’s Ethernet card into promiscuous mode so
that it can see all packets destined for all nodes on the segment. The sniffer then
takes each of these packets, does some post processing, and displays them in a
meaningful way to the end user.

On an average network, a lot of data crosses that is not pertinent to anything you
might be looking for. For that reason, sniffers typically allow you to limit the scope
of packets that you are looking for. This allows you to focus on pertinent data and
not drown in a deluge of extraneous packets. Packet filtering also has the added
benefit of decreasing the amount of work a sniffer has to do to achieve specific
results.

Packet filtering, for the most part, assumes that you understand a little but about
the underlying protocol. We recommended that you start with general filtering
rules and continue to refine them until you get the desired data you are looking for.
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Appendix C
Introduction to TCP/IP

Introduction

TCP/IP comprises a suite of protocols that allow computers to communicate with
each other, regardless of operating system or vendor. TCP/IP was originally
created as a research project and has grown to be the most widely used
networking protocol today.

The Four Layers of TCP/IP

TCP/IP consists of four layers. In this section we will describe each layer, starting
at the bottom:

Application

Transport

Network

Link

Layer Description

Link Layer The link layer includes the operating system device driver and
the corresponding network interface car. The link layer is
responsible for handling the hardware details of physically
interfacing with the network.

Network Layer The internet layer moves packets of data across the network

(Internet Layer) from node to node.

Transport Layer The transport layer provides a flow of data between two hosts

for the Application Layer. Two different Transport protocols
are used at this level

Application Layer This layer handles the details of the particular application
being used. Some standard TCP/IP applications include:

Telnet
FTP

SMTP
SNMP
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Encapsulation

When an application sends data using TCP, it is sent through each layer in the
protocol stack. Each layer adds information to the data by adding a header and
sometimes a footer. The data is then sent as a stream of bits across the network.

User
Data

]

Application Layer

User Data Application
Header

Transport Layer

TCP Application

Header Data

TCP Segment

J

Network Layer

First, the user data is sent down through
the application layer.

The application layer adds a header and
the user data and application header are
sent to the Transport Layer.

The Transport Layer adds on its own
header, known as a TCP Segment. It is
then passed to the Network Layer.

The network layer adds an IP Header, the
IP Datagram. The datagram is then
passed down to the Link Layer.
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IP Header TCP Application
Header Data
IP Datagram

4

Link Layer

The link layer adds both an Ethernet Header and Trailer called an Ethernet Frame.

The Ethernet frame is now ready to be sent across the network.

Ethernet
Header

IP Header

TCP Header | Application
Data

Ethernet
Trailer

Ethernet Frame

De-multiplexing

When a host receives an Ethernet frame, it moves through the protocol stack from
the bottom up. Each layer looks at its respective header, strips that header, and
decides what to do with the data before passing it up to the next layer

TCP/IP Networking Protocols

This section discusses the different TCP/IP networking protocols; Internet Protocol

(IP), Transmission Control Protocol (TCP), and User Datagram Protocol (UDP).
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Internet Protocol

The Internet Protocol (IP) is the dominant network layer protocol used by the
TCP/IP suite of protocols. IP defines the rules for packaging network traffic into IP
datagrams and also defines the rules for moving these datagrams across a
network. IP is responsible for fragmenting data whenever necessary and
reassembling the datagrams at the other end. The following diagram illustrates an

IP header.
4-bit version 4-bit Header 8-bit Type of 16-bit Total Length (in
Length Service bytes)
16-bit Identification 0 |[D 13-bit
F Fragment
Offset
8- 8- 16-
bi bi bit
t t He
Ti P ad
m ro er
e to Ch
to c ec
Li ol ks
\ um
e
32-bit Destination Address
32-bit Source Address
Options (If any)
Data
Internet Protocol Packet Analysis
The following table shows the content of a packet.

IP Header

1 Version: 4

2 Header Length: 20 bytes

3 Service Type: 0x00

4 Datagram Length: 40 bytes

5 Identification: 0x5850

6 Flags: MF=off, DF=on

7 Fragment Offset: 0

8 TTL: 32

9 Encapsulated Protocol: TCP

10 Header Checksum: 0x9658
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11

Source IP Address:

172.16.10.2 (broken)

12 Destination IP Address: 172.16.10.5 (test bed)
13 Options:
14 Data:
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IP Header Field Descriptions

Field Title

Description

Version

Indicates what version is being used; most commonly version
4.

Header Length

Indicates the header length.

Service Type

Indicates the level of service the datagram will be assigned.

Datagram Length

The length of the entire datagram including the header.

Identification

Uniquely identifies each datagram sent by a host

Flags

There are actually three flags but the first is unused. These
flags control the way a datagram is fragmented.

DF-Don't fragment.
MF-More fragment

Fragment Offset

The fragment offset indicates how many units from the start of
the original datagram the current datagram is

TTL (Time to
Live)

Indicates how many routers a datagram may traverse before
being dropped (max TTL is 255). A max is set to prevent
datagrams from bouncing around the network forever if the
host drops it.

Encapsulated

Identifies which protocol handed the IP to data

Protocol

Header A check on the IP header to ensure it is not corrupted
Checksum

Source IP 32-bit address of originating host.

Address

Destination IP 32-bit address of destination host.

Address

Options Currently defined options are security and handling

restrictions, record route, timestamp, loose source routing, and
strict source routing. These options are rarely used, as most
routers cannot handle these options.

The actual data being sent to the destination host.
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Transmission Control Protocol

TCP is a transport layer protocol that a way to reliably connect hosts across a
network. It creates a "virtual circuit" between the two hosts Communicating hosts
are required to acknowledge receipt of network traffic. TCP packages its data into
segments that contain both data and session control information. Since segments
traversing a network may arrive out of order, TCP uses sequence numbers to
provide proper segment reassembly. The following ftp transfer tcpdump output
demonstrate how the sequence numbers increment. Notice that with each packet
the sequence number increases by 1460, the actual number of bytes being sent in
each packet.

Packet 49

TCP: port ftp-data -> 26410 seq=1326731397 ack=1518678629
DATA: 1460 bytes

Packet 50

TCP: port ftp-data -> 26410 seq=1326732857 ack=1518678629
DATA: 1460 bytes

Packet 51

TCP: port ftp-data -> 26410 seq=1326734317 ack=1518678629
DATA: 1460 bytes

Packet 52

TCP: port ftp-data -> 26410 seq=1326735777 ack=1518678629
DATA: 1460 bytes

Before we can actually transfer data using TCP we have to establish a connection
with a host. TCP uses a 3-way handshake to establish this connection. The
handshake allows the originating host and destination host to properly set
sequence numbers to ensure a reliable connection.

Before we examine the 3-way handshake works, let's look at sequence numbers.
Since TCP uses a virtual (or full-duplex) connection it must have a means of
reliably sending information in both directions simultaneously. Sequence numbers
are use by both ends of a connection to properly order the data being sent.
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3-way TCP handshake:

Host A (originating host) sends a SYN (synchronize) segment. This segment
contains the port number the client wishes to connect to and the clients Initial
Sequence Number (ISN).

Host A p HostB
SYN ISN =x

Host B responds with a SYN segment containing its own ISN.

Host B also acknowledges Host A's SYN with an ACK (acknowledge) segment.
This segment will contain the originating hosts ISN plus one.

Host A « « Host B
SYN ISN =y ACK ISN = x+1

Host A acknowledges Host B's SYN with an ACK segment. This segment will
contain Host B's ISN plus one.

Host A > Host B
ACK ISN =y+1

At this point we have established a full-duplex connection and can start
transferring data.

TCP Header Diagram

16-bit Source Port Number 16-bit Destination Port Number

32-bit Sequence Number

32-bit Acknowledgement Number

4-bit Reserved |U|A|P |R|S |F 16-bit Window Size
Header 6-bits RIC|S|S|Y|I

Length G|K|H|T|N|N

16-bit Checksum | 16-bit Urgent Pointer

Options (If Any)

Data (If Any)
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Transmission Control Protocol - Packet Analysis

TCP Header

1 Source Port: 22 (ssh)

2 Destination Port: 1714 (<unknown>)

3 Sequence Number: 1937534412

4 Acknowledgement Number: 0104479939

5 Header Length: 20 bytes (data=0)

6 Flags: URG=0ff, ACK=0n, PSH=off
RST =off, SYN=off, FIN=0ff

7 Window Advertisement: 0

8 Checksum: 32

9 Urgent Pointer: TCP

10 Options: 0x9658

11 Data: 172.16.10.2 (broken)
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Description of TCP Header Fields

Field

Description

Source port
number

16-bit source port number

Destination port
number

16-bit destination port number

Sequence Number

4-byte number assigned by TCP starting with a randomly
chosen number. This number is used to determine how
many bytes have been transmitted across the network and to
properly reassemble segments.

Acknowledgement
Number

Acknowledges the last segment sent by the host.

Header Length

Measures the header length in 4-byte words

Advertisement

Flags Used when negotiating and managing a connection:
URG: Indicates segment being sent is urgent
ACK: Indicates ack number in segment header is valid
PSH:  Pass the data to the application as soon as possible
RST:  Resets the connection
SYN:  Synchronize sequence numbers to initiate a
connection
FIN: The sender is finished sending data

Window The number of bytes the receiving host is willing to accept.

Checksum

A 16-bit checksum of the TCP Header and data.

Urgent Pointer

Used only if the URG flag is set

Options The most commonly used option is the Maximum Segment
Size (MSS) option. Determines the maximum size segment
the sender is willing to receive.

Data This portion of the segment is optional. When connections

are being established or terminated, no data is sent
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User Datagram Protocol

UDP is also a transport layer protocol. Unlike TCP, UDP is a connectionless
Protocol and does not have the benefit of error detection, error correction,
handshaking, or delivery verification. As a result, UDP has low overhead. UDP is

generally not used in applications where error free data transfer is mandatory.

16-bit Source Port Number

16-bit Destination Port Number

16-bit UDP Length

16-bit UDP Checksum

Data (If Any)

User Datagram Protocol - Packet Analysis

1 Source Port: 2167 (<unknown>)
2 Destination Port: 53 (domain)
3 Datagram Length: 37 bytes (Header=8, Data=29)
4 Checksum: 0xD5B0
5 Data:
UDP Header Field Description
Field Description
1 16-bit source port number
2 16-bit destination port number
3 Indicates the length of the length of entire UDP datagram, including header
4 16-Bit UDP Checksum. A checksum of the entire UDP datagram
5 1Data payload
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Appendix D—Glossary

Acceptable Use
Policy

Access Control List

Adapter

Address

Address Mask

Address Resolution

Administrative
Domain
Agent

Alias

All Multicast
Anonymous FTP

ANSI

Appletalk

Application Program
Interface (API)

Application

Policies that restrict how a network may be used.

An Access Control List is the usual means by which access to, and denial of,
services is controlled. It is a list of the services available along with a list of the
hosts permitted to use each service.

The hardware component of the network architecture, often a card in your
computer.

There are three types of addresses in common use within the Internet. They
are email addresses, internet (IP) or Internet addresses; and network
interface card (NIC) hardware or MAC addresses.

A bit mask used to identify which bits in an IP address correspond to the
network and subnet portions of the address. This mask is often referred to as
the subnet mask because the network portion of the address can be
determined by the encoding inherent in an IP address.

Conversion of an Internet address to the corresponding Domain Name.

A collection of hosts, routers, and the interconnecting network(s), managed by
a single administrative authority.

In the client-server model, the part of the system that performs information
preparation and exchange on behalf of a client or server application.

A name, usually short and easy to remember, that is translated into another
name, usually longer and more difficult to remember.

Collects all multicast packets.

Anonymous FTP allows a user to retrieve documents, files, programs, and
other archived data from anywhere on the Internet without having to establish
a user id and password. By using the special user id of "anonymous" the
network user will bypass local security checks and will have access to publicly
accessible files on a remote system.

American National Standards Institute. This organization is responsible for
approving U.S. standards in many areas, including computers and
communications. Standards approved by this organization are often called
ANSI standards. For example, ANSI C is the version of the C language
approved by ANSI. ANSI is a member of the International Standards
Organization (ISO).

A networking protocol developed by Apple Computer for communication
between Apple Computer products and other computers. This protocol is
independent of the network layer on which it is run. Current implementations
exist for Localtalk, a 235Kb/s local area network and Ethertalk, a 10Mb/s local
area network.

An APl is a set of calling conventions that define how a service is invoked
through a software package.

A program that performs a function directly for users. FTP, mail and Telnet
clients are examples of network applications.
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Application Layer

ARP

ARPANET

ASCII

ATM

Authentication

Autorun

Backbone

Bandwidth

BIND

BOOTP

Bridge

Broadband

Broadcast

Broadcast Storm

The top layer of the network protocol stack. The application layer is concerned
with the semantics of work, for example formatting electronic mail messages.
How to represent that data and how to reach the foreign node are issues for
lower layers of the network.

Address Resolution Protocol. Used to dynamically discover the low-level
physical network hardware address that corresponds to the high level IP
address for a given host. ARP is limited to physical network systems that
support broadcast packets that can be heard by all hosts on the network. It is
defined in RFC 826.

Advanced Research Projects Agency Network. A pioneering long haul
network funded by ARPA (now DARPA). It served as the basis for early
networking research, as well as a central backbone during the development of
the Internet. The ARPANET consisted of individual packet switching
computers interconnected by leased lines.

American Standard Code for Information Interchange. A standard character-
to-number encoding widely used in the computer industry.

Asynchronous Transfer Mode. A method for the dynamic allocation of
bandwidth using a fixed-size packet (cell). ATM is also known as "fast
packet."

The verification of the identity of a person or process.

Starts Iris automatically when Windows starts, allowing a packet-log to occur
as soon as the network card becomes active.

The primary connectivity mechanism of a hierarchical distributed system. All
systems that can connect to an intermediate system on the backbone are
assured of connecting to each other. This does not prevent systems from
setting up private arrangements with each other to bypass the backbone for
reasons of cost, performance, or security.

Technically, the difference, in Hertz (Hz), between the highest and lowest
frequencies of a transmission channel. However, as typically used, the
amount of data that can be sent through a given communications circuit.

Berkeley Internet Name Domain. Implementation of a DNS server developed
and distributed by the University of California at Berkeley. BIND provides an
automatic means of hostname to IP address resolution.

The Bootstrap Protocol, described in RFCs 951 and 1084, is used for booting
diskless nodes. See also: RARP.

A device that connects two or more physical networks and forwards packets
across them. Bridges can usually be configured to filter packets, that is, to
forward only certain traffic. Related devices are repeaters that simply forward
electrical signals from one cable to another and full-fledged routers that make
routing decisions based on several criteria.

A transmission medium capable of supporting a wide range of frequencies. It
can carry multiple signals by dividing the total capacity of the medium into
multiple, independent bandwidth channels, where each channel operates only
on a specific range of frequencies.

A special type of multicast packet that all nodes on the network are always
willing to receive. This filter allows all packets addressed to the hardware
broadcast address to be seen within Iris.

An incorrect packet broadcast onto a network that causes multiple hosts to
respond all at once, typically with equally incorrect packets that causes the
storm to grow exponentially in severity.
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Brouter

C Capture
CERT

Checksum

Circuit Switching

Client

Client-Server Model

Congestion

Connection-Oriented

Connectionless

Cracker

Cyberspace

D Daisy Chain

DARPA

Data Encryption
Standard (DES)

A device that bridges some packets (forwards them based on data link layer
information) and routes other packets (forwards them based on network layer
information). The bridge/route decision is based on configuration information.

The Capture utility reads packets from the physical adapter.

The CERT® Coordination Center (CERT/CC) is a center of Internet security
expertise. It is located at the Software Engineering Institute, a federally funded
research and development center operated by Carnegie Mellon University.

A computed value that is dependent upon the contents of a packet. This value
is sent along with the packet when it is transmitted. The receiving system
computes a hew checksum based upon the received data and compares this
value with the one sent with the packet. If the two values are the same, the
receiver has a high degree of confidence that the data was received correctly.

A communications paradigm in which a dedicated communication path is
established between two hosts, and on which all packets travel. The
telephone system is an example of a circuit switched network. See also:
Connection-Oriented, Connectionless, Packet Switching.

A computer system or process that requests a service from another computer
system or process. A workstation requesting the contents of a file from a file
server is a client of the file server. See also: Client-Server Model, Server.

A common way to describe the paradigm of many network protocols.
Examples include the name-server/name-resolver relationship in DNS and the
file-server/file-client relationship in NFS. See also: Client, Server.

Congestion occurs when the offered load exceeds the capacity (or bandwidth)
of a data communication path.

The data communication method in which communication proceeds through
three well-defined phases: connection establishment, data transfer, and
connection release. TCP is a connection-oriented protocol.

The data communication method in which communication occurs between
hosts with no previous initialization See UDP.

A cracker is an individual who attempts to access computer systems without
authorization. These individuals are often malicious, as opposed to hackers,
and have many means at their disposal for breaking into a system.

A term coined by William Gibson in his fantasy novel Necromancer to
describe the "world" of computers, and the society that gathers around them.

A local networking topology in which a single cable connects multiple
workstations. This tends to be less expensive than the alternative "star"
topology, but is also less robust. A break anywhere along the "chain" will
disable the entire local network. Daisy chains are most often used in
PhoneNet or thinnet cabling.

Defense Advanced Research Projects Agency. An agency of the U.S.
Department of Defense responsible for the development of new technology
for use by the military. DARPA (formerly known as ARPA) was responsible for
funding much of the development of the Internet we know today, including the
Berkeley version of Unix and TCP/IP.

DES is a popular, standard encryption scheme. Developed by IBM in the
1970’s, DES uses a 56-bit encryption key and was originally designed to run
in hardware.
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Datagram

Decode

Default Route

DES
Dialup

Directed

Distributed Database

DNS

Domain Name
System (DNS)

Domain

DoS (Denial of
Service)

Dot Address (dotted
decimal notation)

Electronic Frontier
Foundation (EFF)

Electronic Mail (E-
mail)

E-mail Address

Encapsulation

A self-contained, independent entity of data carrying sufficient information to
be routed from the source to the destination computer without reliance on
earlier exchanges between this source and destination computer and the
transporting network.

Condensing information in streams of packets to a viewable display defined
for various services. For example, 25 is generally SMTP, 80 is generally
HTTP.

A routing table entry that is used to direct packets addressed to networks not
explicitly listed in the routing table.

See: Data Encryption Standard

A temporary, as opposed to dedicated, connection between computers
established over a standard phone line.

The hardware adapter will only read packets directly sent to it.

A collection of several different data repositories that looks like a single
database to the user. A prime example in the Internet is the Domain Name
System.

See: Domain Name System

The DNS is a general purpose distributed, replicated, data query service. Its
principal use is looking up host IP addresses based on host names. Some
important domains are: .COM (commercial), .EDU (educational), .NET
(network operations), .GOV (U.S. government), and .MIL (U.S. military). Most
countries also have a domain. For example, .US (United States), .UK (United
Kingdom), .AU (Australia). It is defined in std 13, RFCs 1034 and 1035. See
also: Fully Qualified Domain Name.

In the Internet, a domain is part of a naming hierarchy. Syntactically, an
Internet domain name consists of a sequence of names (labels) separated by
periods (dots).

A DoS attack is a remote attack against a servers TCP/IP stack or services.
DoS attacks can saturate a server's bandwidth, saturate all available
connections for a particular service, or even crash a server.

Dot address refers to the common notation for IP addresses of the form
A.B.C.D; where each letter represents, in decimal, one byte of a four-byte 1P
address.

A foundation established to address social and legal issues arising from the
impact on society of the increasingly pervasive use of computers as a means
of communication and information distribution.

A system in which a computer user exchanges messages with other computer
users (or groups of users) across a communications network. E-mail is one of
the most popular uses of the Internet.

The domain-based or UUCP address that is used to send E-mail to a
specified destination.

The technique used by layered protocols in which a layer adds header
information to the protocol data unit (PDU) from the layer above. As an
example, in Internet terminology, a packet would contain a header from the
physical layer, followed by a header from the network layer (IP), followed by a
header from the transport layer (TCP), followed by the application protocol
data. Also called tunneling, especially in reference to Novell's IPX protocol.
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Encryption

Ethernet

Ethernet Card
EtherTalk
FAQ

FDDI

File Transfer

Filter

Finger

Firewall

For Your Information
(FYI)

FQDN

Fragment

Frame

FTP

FYI

Fully Qualified
Domain Name
(FQDN)

Encryption is the manipulation of packet data in order to prevent any but the
intended recipient from reading that data. There are many types of data
encryption that are the basis of network security. See also: Data Encryption
Standard.

A computer network cabling system designed by Xerox in the late 1970s.
Originally, Ethernet ran at three megabits per second (mps) over a thick
coaxial cable. Current Ethernet runs at 10mps over fiber, twisted-pair, and
several coaxial cable types.

A physical device that allows a computer to physically interface to an
Ethernet-based network. Also known as Network Interface Card (NIC).

Networking protocol used by Apple equipment connected directly to Ethernet.
Apple equipment on PhoneNet uses LocalTalk.

Frequently Asked Questions.

Fiber Distributed Data Interface, a high-speed (100Mb/s) LAN standard. The
underlying medium is fiberoptics, and the topology is a dual-attached,
counter- rotating token ring.

Copying a file from one computer to another over a computer network.

A set of criteria that allows you to narrow your search for more specific
results.

A standard TCP/IP program for gaining access to user information. "Finger
user@hostname” might yield the user's full name, time last logged in,
telephone number, and other user-definable information. Frequently used by
an attacker to gain information on a remote server.

A firewall restricts access to certain parts of a network or a whole network.
Firewalls are typically found in a corporate environment where employees are
on one side of the firewall and the Internet is on the other side, therefore the
firewall creates a protective wall between the two.

See FYI.

See: Fully Qualified Domain Name.

A portion of a packet. When a router is forwarding an IP packet to a network
that has a maximum packet size larger than the allowable packet size, it is
forced to break up that packet into multiple fragments. The IP layer
reassembles these fragments at the destination host.

A frame is a data link layer "packet" that contains the header and trailer
information required by the physical medium. That is, network layer packets
are encapsulated to become frames.

File Transfer Protocol. A protocol that allows a user on one host to access
and transfer files to and from another host over a network. Also, FTP is
usually the name of the program the user invokes to execute the protocol.

For Your Information. A sub-series of RFCs that are not technical standards
or descriptions of protocols. FYIs convey general information about topics
related to TCP/IP or the Internet.

The FQDN is the full name of a system, rather than just its hostname. For
example, "brick" is a hostname and "brick.eeye.com" is an FQDN.
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Gateway

Guard

Hacker

Hardware Filters

Header

Heterogeneous
Network

Hierarchical Routing

Hop
Host

Host Address
Hostname
HTTP

Hub

ICMP
IEEE
IETF

Import Trace File

Interior Gateway
Protocol (IGP)

The original Internet term for what is now called a router or more precisely, IP
router. In modern usage, the terms "gateway" and "application gateway" refer
to systems that do translation from some native format to another.

A watchdog that interprets connection requests and displays any
unauthorized attempts to connect.

A person who delights in having an intimate understanding of the internal
workings of a system, computers and computer networks in particular. The
term is often misused in a pejorative context, where "cracker" would be the
correct term. See also: Cracker.

Hardware Filters are directly applied to the MAC layer of the listening network
card. They are somewhat limited in function by the underlying card, but most

modern cards support all of the supplied filter modes. The most used filter is

Promiscuous. It instructs the network card to send all the packets it sees.

The portion of a packet, preceding the actual data. It contains source and
destination addresses, error checking, and other fields. A header is also the
part of an E-mail message that precedes the body of a message and
contains, among other things, the message originator, date and time.

A network running multiple network layer protocols, operating systems, and
vendor implementations.

The complex problem of routing on large networks can be simplified by
reducing the size of the networks. This is accomplished by breaking a network
into a hierarchy of networks, where each level is responsible for its own
routing. The Internet has, three levels: the backbones, the midlevels, and the
stub networks. The backbones know how to route between the midlevels. The
midlevels know how to route between the sites. Each site (being an
autonomous system) knows how to route internally.

A term used in routing. A path to a destination on a network is a series of
hops, through routers, away from the origin.

A node on the network. Usually refers to a computer that both initiates and
accepts network connections.

See: Internet Address.
The name assigned to a machine. See also: Fully Qualified Domain Name.
Hypertext Transfer Protocol is used for serving web pages across the Internet.

A device connected to several other devices. In ARCnet, a hub is used to
connect several computers together. In a message handling service, a hub is
used for transferring messages across the network.

Internet Control Message Protocol.
Institute of Electrical and Electronics Engineers
See: Internet Engineering Task Force.

Imports a packet buffer created in a different sniffing product for analysis
within Iris.

An Internet protocol that distributes routing information to the routers within an
autonomous system. The term gateway is historical. Router is currently the
preferred term.
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International
Organization for
Standardization (1ISO)

Internet (note the
capital "I")

Internet address

Internet Assigned
Numbers Authority
(IANA)

Internet Engineering
Task Force (IETF)

Internet Protocol (IP)

Internet Registry (IR)

Internet Relay Chat
(IRC)

internet

Internet-Draft (I-D)

Interoperability

1P
IP Address

IP Datagram

A voluntary, non-treaty organization founded in 1946 that is responsible for
creating international standards in many fields, including computers and
communications. Its members are the national standards organizations of the
89 member countries, including ANSI for the U.S. See also: ANSI, Open
Systems Interconnection.

The largest internet in the world consisting of large national backbone nets
(such as MILNET, NSFNET, and CREN) as well as regional and local campus
networks all over the world. The Internet uses the Internet protocol suite. To
be on the Internet you must have IP connectivity, that is, be able to Telnet to,
or ping, other systems. Networks with only E-mail connectivity are not actually
classified as being on the Internet.

A 32-bit address assigned to hosts using TCP/IP.

The central registry for various Internet protocol parameters, such as port,
protocol and enterprise numbers, and options, codes and types.

The IETF is a large, open community of network designers, operators,
vendors, and researchers whose purpose is to coordinate the operation,
management and evolution of the Internet, and to resolve short-range and
mid-range protocol and architectural issues. It is a major source of proposals
for protocol standards that are submitted to the IAB for final approval. The
IETF meets three times a year and extensive minutes are included in the IETF
Proceedings.

The Internet Protocol, defined in STD 5, RFC 791, is the network layer for the
TCP/IP Protocol Suite. It is a connectionless, best-effort packet switching
protocol. See also: Packet Switching, Request For Comments, TCP/IP
Protocol Suite.

The Internet Assigned Numbers Authority has the discretionary authority to
delegate portions of its responsibility and, with respect to network address
and Autonomous System identifiers, has lodged this responsibility with the IR.
The IR function is performed by the Defense Data Network Network
Information Center.

A worldwide "party line" protocol that allows computer users to converse with
each other in real time. IRC is structured as a network of servers, each of
which accepts connections from client programs, one per user. See also:
Talk.

A collection of networks interconnected by a set of routers that allow them to
function as a single, large, virtual network.

Internet-Drafts are working documents of the IETF, its Areas, and its Working
Groups. As the name implies, Internet-Drafts are draft documents. They are
valid for a maximum of six months and may be updated, replaced, or made
obsolete by other documents at any time. Very often, I-Ds are precursors to
RFCs. See also: Internet Engineering Task Force, RFC.

The ability of software and hardware on multiple machines from multiple
vendors to communicate meaningfully.

See: Internet Protocol.

The 32-bit address defined by the Internet Protocol in STD 5, RFC 791. ltis
usually represented in dotted decimal notation and is a unique number used
to identify a specific computer (for example, 192.168.1.1). An IP address
provides a network mapping to a computer. Think of an IP address as your
computer’ s street address.

See: Datagram.
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IPX (Internetwork
Packet exchange)

IRC
ISDN

ISO

Kerberos

LAN
Later 3+

Layer

Layer Two
Listserv

Local Area Network
(LAN)

LocalTalk

Logs
Loopback

MAC Address

Mail Gateway

Mail Server

Novell's proprietary protocol used by Netware. A router with IPX routing can
interconnect LANs so that Novell Netware clients and servers can
communicate. See also: Local Area Network.

See: Internet Relay Chat.

Integrated Services Digital Network. An emerging technology that is beginning
to be offered by telephone carriers. ISDN combines voice and digital network
services in a single medium making it possible to offer customers digital data
services as well as voice connections through a single "wire."

See: International Organization for Standardization.

Kerberos is the security system of MIT's Project Athena. It is based on
symmetric key cryptography. See also: Encryption.

See: Local Area Network
This offers a number of IP-specific protocols at layer 3 or higher to filter on.

Communication networks for computers may be organized as a set of more or
less independent protocols, each in a different layer (also called level). The
lowest layer governs direct host-to-host communication between the hardware
at different hosts; the highest consisting of user applications. Each layer
builds on the layer beneath it. For each layer, programs at different hosts use
protocols appropriate to the layer to communicate with each other. TCP/IP
has five layers of protocols; OSI has seven. The advantages of different
layers of protocols is that the methods of passing information from one layer
to another are specified clearly as part of the protocol suite, and changes
within a protocol layer are prevented from affecting the other layers. This
greatly simplifies the task of designing and maintaining communication
programs. See also: Open Systems Interconnection, TCP/IP Protocol Suite.

This offers a variety of layer-two protocols to filter on.
An automated mailing list distribution system.

A data network intended to serve an area of only a few square kilometers or
less. Because the network is known to cover only a small area, optimizations
can be made in the network signal protocols that permit data rates up to
100Mb/s. See also: Ethernet, Fiber Distributed Data Interface, Token Ring,
Wide Area Network.

Networking protocol used by Macintosh computers to communicate over
PhoneNet.

Files containing output in varying degrees of detail.

The loopback device is a simulated TCP/IP adapter. If you don't have a
loopback device and you're not connected to a LAN/provider, you can't run
TCP/IP software.

The physical hardware address of a device connected to shared media. This
filter class allows you to filter based on specific hardware layer addresses. It
is

helpful for monitoring specific packets originating or destined for specific
hardware adapters.

A machine that connects two or more E-mail systems (especially dissimilar
mail systems on two different networks) and transfers messages between
them. Sometimes the mapping and translation can be quite complex, and
generally it requires a store-and-forward scheme whereby the message is
received from one system in its entirety before it is translated and transmitted
to the next system.

A software program that distributes files or information in response to
requests sent by E-mail.
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Mailing List

MAN

Management
Information Base
(MIB)

Maximum
Transmission Unit
(MTU)

MDF
Memory Allocated

Metropolitan Area
Network (MAN)

MIB

Mid-level network

MIME

Modem

Moderator

MTU

Multicast

Multihomed Host

Multiport Repeater

Multipurpose Internet
Mail Extensions
(MIME)

MX Record

Name Resolution

Name Server

A list of E-mail addresses, used by a mail exploder, to forward messages to
groups of people. Generally, a mailing list is used to discuss certain set of
topics, and different mailing lists discuss different topics. A mailing list may be
moderated. This means that messages sent to the list are actually sent to a
moderator who determines whether or not to send the messages on to
everyone else.

See: Metropolitan Area Network.

The set of parameters an SNMP management station can query or set in the
SNMP agent of a network device, for example a router. Standard, minimal
MIBs have been defined, and vendors often have Private enterprise MIBs. In
theory, any SNMP manager can talk to any SNMP agent with a properly
defined MIB. See also: Client-Server Model, Simple Network Management
Protocol.

The largest frame length that may be sent on a physical medium, usually
1514 bytes on Ethernet medium.See also: Fragment, Frame.

Main Distribution Frame. The main "telecommunications closet" in a building.
A read-only gauge that displays how much memory lIris is currently using.

A data network intended to serve an area approximating that of a large city.
Such networks are being implemented by techniques such as running fiber

cables through subway tunnels. A popular example of a MAN is SMDS. See
also: Local Area Network, Switched Multimegabit Data Service, Wide Area

Network.

See: Management Information Base.

Mid-level networks, also known as regionals, make up the second level of the
Internet hierarchy. These are the transit networks that connect the stub
networks to the backbone networks. See also: Backbone, Internet.

See: Multipurpose Internet Mail Extensions.

A device used to permit computers and terminals to communicate over
telephone lines.

A person, or small group of people, who manage moderated mailing lists and
newsgroups. Moderators are responsible for determining which E-mail
submissions are passed on to list. See also: Electronic Mail, Mailing List,
Usenet.

See: Maximum Transmission Unit.

A packet with a special destination address that multiple nodes on the
network may be willing to receive. See also: Broadcast.

A host that has more than one connection to a network. The host may send
and receive data over any of the links but will not route traffic for other nodes.

An Ethernet device, typically with 8 thinnet ports and one transceiver cable
port.

An extension to Internet email that provides the ability to transfer non-textual
data, such as graphics, audio and fax. It is defined in RFC 1341. See also:
Electronic Mail.

Mail Exchange Record. A DNS resource record type indicating which host can
handle mail for a particular domain. See also: Domain Name System,
Electronic Mail.

The process of mapping a Hostname into the corresponding IP address. See
DNS.

A host that maps Hostnames into IP addresses.
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Namespace

National Institute of
Standards and
Technology (NIST)

National Science
Foundation (NSF)

NetBIOS

Network Time
Protocol (NTP)

Network

Network Address

Network Layer 2 and
3
New Capture

NFS

NIC

NIC.DDN.MIL

NIS

NIST
NNTP

A commonly distributed set of names in which every name is unique.

United States governmental body that provides assistance in developing
standards, formerly the National Bureau of Standards.

A U.S. government agency whose purpose is to promote the advancement of
science. NSF funds science researchers, scientific projects, and infrastructure
to improve the quality of scientific research. The NSFNET, funded by NSF, is
an essential part of academic and research communications. It is a high
speed "network of networks" that is hierarchical in nature. At the highest level,
it is a backbone network currently comprising 16 nodes connected to a
45Mb/s facility that spans the continental United States. Attached to that are
mid-level networks and attached to the mid-levels are campus and local
networks. NSFNET also has connections out of the U.S. to Canada, Mexico,
Europe, and the Pacific Rim. The NSFNET is part of the Internet.

Network BIOS (Basic Input Output System). The standard interface to
networks on IBM PC and compatible systems. NetBIOS, in its basic form, is
used for conducting file and printing sharing across a windows network.
and print sharing across a Windows network.

A protocol that assures accurate local timekeeping with reference to radio and
atomic clocks located on the Internet. This protocol is capable of
synchronizing distributed clocks within milliseconds over long time periods.

A computer network is a data communications system that interconnects
computer systems at various different sites. A network may be composed of
any combination of LANs, MANs or WANSs.

The network portion of an IP address. For a class A network, the network
address is the first byte of the IP address. For a class B network, the network
address is the first two bytes of the IP address. For a class C network, the
network address is the first three bytes of the IP address. In each case, the
remainder is the host address. In the Internet, assigned network addresses
are globally unique. See also: Internet, IP Address, Subnet Address, Host
Address, Internet Registry.

This filter class allows the user to filter at higher layers in the OSI networking
model.

Initiates a new session and asks if you want to discard old data (the current
packet buffer) or save it.

Network File System. A protocol developed by Sun Microsystems, and
defined in RFC 1094, that allows a computer system to access files over a
network as if they were on its local disks. This protocol has been incorporated
in products by more than two hundred companies, and is how a de facto
Internet standard.

Network Information Center. A NIC provides information, assistance and
services to network users. See also: NOC.

This is the domain name of the DDN NIC. See also: Domain Name System,
Network Information Center.

Network Information Services. A set of services, generally provided by a NIC,
to assist users in using the network. See also: Network Information Center.

See: National Institute of Standards and Technology.

Network News Transfer Protocol. A protocol, defined in RFC 977, for the
distribution, inquiry, retrieval, and posting of news articles. See also: Usenet.
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NOC

Node

NSF
NSFNet

NTP
Octet

Open
Open and append

Open Shortest-Path
First Interior Gateway
Protocol (OSPF)

Open Systems
Interconnection (OSI)

OSl Layer 1

OSI Layer 2

OSIl Layer 3

OSI Layer 4

OSIl Layer 5

OSI Layer 6

OSl Layer 7

OSI Reference Model

OSPF

Network Operations Center. A location from which the operation of a network
or internet is monitored. Additionally, this center usually serves as a
clearinghouse for connectivity problems and efforts to resolve those problems.
See also: NIC.

An addressable device attached to a computer network. See also: Host,
Router.

See: National Science Foundation.

The National Science Foundation Network. A collection of local, regional, and
mid-level networks in the U.S. tied together by a high-speed backbone.
NSFNET provides scientists access to a number of supercomputers across
the country.

See: Network Time Protocol.

An octet is 8 bits. This term is used in networking, rather than byte, because
some systems have bytes that are not 8 bits long.

Opens an existing packet buffer file for examination.

Opens a saved packet buffer file and attaches it onto the end of the current
open packet buffer.

A link state, as opposed to distance vector, routing protocol. It is an Internet
standard IGP defined in RFC 1247. See also: Interior Gateway Protocol,
Routing Information Protocol.

A suite of protocols, designed by ISO committees, to be the international
standard computer network architecture. See also: International Organization
for Standardization.

Physical layer. The layer that provides the means to activate and use physical
connections for bit transmission. In plain terms, the Physical Layer provides
the procedures for transferring a single bit across a Physical Media.

Data Link Layer. This layer handles the movement and routing of packets
around a network.

Network Layer. The layer that is responsible for routing, switching, and sub
network access across the entire OSI environment.

Transport Layer. The layer responsible for reliable end-to-end data transfer
between end systems.

Session Layer. The layer that provides means for dialogue control between
end systems.

Presentation Layer. The layer that determines how Application information is
represented (encoded) while in transit between two end systems.

Application Layer. The top-most layer of the OSI Model. Provides such
communication services as electronic mail and file transfer.

A seven-layer structure designed to describe computer network architectures
and the way that data passes through them. This model was developed by the
ISO in 1978 to clearly define the interfaces in multi-vendor networks, and to
provide users of those networks with conceptual guidelines in the construction
of such networks. See also: International Organization for Standardization.

See: Open Shortest-Path First Interior Gateway Protocol.
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Packet Switch Node
(PSN)

Packet

Packet Buffer
Packet Buffer Size

Packet Switch Node
(PSN)

Packet Switching

Physical Media

PING

Point Of Presence
(POP)

POP3

Point-to-Point
Protocol (PPP)

POP
POP3
Port

Post Office Protocol
(POP)

Postmaster
PPP

Privacy Enhanced
Mail (PEM)

Promiscuous

Protocol

A dedicated computer whose purpose is to accept, route and forward packets
in a packet switched network. See also: Packet Switching, Router.

The unit of data sent across a network. "Packet" is a generic term used to
describe units of data at all levels of the protocol stack, but it is most correctly
used to describe application data units. See also: Datagram, Frame.

A temporary holding spot in memory for a group of packets.

The maximum number of packets kept in a temporary buffer. Increasing this
number allows more packets to be handled directly, but also increases
memory requirements. After packets fill a buffer, they are filed to disk.

A dedicated computer whose purpose is to accept, route and forward packets
in a packet-switching network.

A communications paradigm in which packets (messages) are individually
routed between hosts, with no previously established communication path.
See also: Circuit Switching, Connection- Oriented, Connectionless.

Any means in the physical world for transferring signals between OSI
systems. Considered to be outside the OSI Reference Model, and therefore
sometimes referred to as "Layer 0." The physical connector to the media can
be considered as defining the bottom interface of the Physical Layer, that is
the bottom of the OSI Reference Model.

Packet Internet Groper. A program used to test reach ability of destinations by
sending them an ICMP echo request and waiting for a reply.

A site where there exists a collection of telecommunications equipment,
usually digital leased lines and multi-protocol routers.

Post Office Protocol 3 is used for receiving E-mail.

The Point-to-Point Protocol, defined in RFC 1171, provides a method for
transmitting packets over serial point-to-point links. See also: Serial Line IP.

See: Post Office Protocol and Point Of Presence.
Post Office Protocol 3 is used for receiving E-mail.

In the network environment, a port is the pathway that a computer uses to
transmit and receive data. It is the end point of a socket connection.

A protocol designed to allow single user hosts to read mail from a server.
There are three versions: POP, POP2, and POP3. Latter versions are NOT
compatible with earlier versions. See also: E-mail.

The person responsible for taking care of email problems, answering queries
about users, and other related work at a site.

See: Point-to-Point Protocol.

Internet E-mail that provides confidentiality, authentication and message
integrity using various encryption methods.

This filter allows the adapter to see all traffic on the wire. It is the default and
broadest filter available in this class. If Promiscuous is selected, no other
hardware filters can be selected.

A formal description of message formats and the rules two computers must
follow to exchange those messages. Protocols can describe low-level details
of machine-to-machine interfaces, such as the order in which bits and bytes
are sent across a wire, or high-level exchanges between allocation programs,
for example the way in which two programs transfer a file across the Internet.
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0O

Protocol Converter

Protocol Stack

Proxy

Proxy ARP

PSN
Queue
RARP

RBOC

Reassembly

Remote Procedure
Call (RPC)

Remote Login

Repeater

RFC

Route

Router

A device/program that translates between different protocols that serve similar
functions, for example TCP and TP4.

A layered set of protocols that work together to provide a set of network
functions. See also: Layer, Protocol.

Form of security on the Internet. When you use a proxy or proxy server, you
send a request to a server on the Internet from this proxy. For the server on
the Internet it looks like the request is coming from the proxy, not from your
machine.

The technique in which one machine, usually a router, answers ARP requests
intended for another machine. By "faking" its identity, the router accepts
responsibility for routing packets to the "real" destination. Proxy ARP allows a
site to use a single IP address with two physical networks. See also: Address
Resolution Protocol.

See: Packet Switch Node.
A backlog of packets or connections waiting to be processed.

Reverse Address Resolution Protocol. A protocol, defined in RFC 903, that
provides the reverse function of ARP. RARP maps a hardware (MAC)
address to an internet address. Primarily diskless nodes use it when they first
initialize to find their internet address. See also: Address Resolution Protocol,
BOOTP, internet address, MAC address.

Regional Bell Operating Company.

The IP process in which a previously fragmented packet is reassembled
before being passed to the transport layer. See also: Fragment.

An easy and popular paradigm for implementing the client-server model of
distributed computing. Generally a request is sent to a remote system to
execute a designated procedure using arguments supplied, and the result
returned to the caller. There are many variations and subtleties in various
implementations, resulting in a variety of different (incompatible) RPC
protocols.

Operating on a remote computer, using a protocol over a computer network,
as though locally attached. See also: Telnet.

A device that propagates electrical signals from one cable to another without
making routing decisions or providing packet filtering. In OSI terminology, a
repeater is a Physical Layer intermediate system. See also: Bridge, Router.

Request For Comments. The document series, begun in 1969, that describes
the Internet suite of protocols and related experiments. Not all (in fact very
few) RFCs describe Internet standards, but all Internet standards are written
up as RFCs. The RFC series of documents is unusual in that the proposed
protocols are forwarded by the Internet research and development
community, acting on their own behalf, as opposed to the formally reviewed
and standardized protocols that are promoted by organizations such as
CCITT and ANSI. See also: For Your Information, STD.

The path that network traffic takes from its source to its destination. Also, a
possible path from a given host to another host or destination.

A system responsible for making decisions about which of several paths
network (or Internet) traffic will follow. To do this it uses a routing protocol to
gain information about the network, and algorithms to choose the best route
based on several criteria known as "routing metrics." In OSI terminology, a
router is a Network Layer intermediate system. See also: Gateway, Bridge,
Repeater.
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Routing

Routing domain

Routing Information
Protocol (RIP)

RPC
Serial Line IP (SLIP)

The process of selecting the correct interface and next hop for a packet being
forwarded. See also: Router.

A set of routers exchanging routing information within an administrative
domain.

A distance vector, as opposed to link state, routing protocol. RIP is an Internet
standard Interior Gateway Protocol defined in STD 34, RFC 1058 and
updated by RFC 1388.

See: Remote Procedure Call.

A protocol used to run IP over serial lines, such as telephone circuits or RS-
232 cables, interconnecting two systems. SLIP is defined in RFC 1055. See
also: PPP.

S Server A provider of resources (e.g., file servers and name servers). See also: Client,
DNS, NFS.

Service A program running on a remote machine that provides a service. For
example, when you visit a website the remote server displays a web page via
its web server service.

SLIP See: Serial Line IP.

SMTP Simple Mail Transfer Protocol. A protocol, defined in STD 10, RFC 821, used
to transfer electronic mail between computers. It is a server-to-server protocol,
so other protocols are used to access the messages.

SNA Systems Network Architecture. A proprietary networking architecture used by
IBM and IBM-compatible mainframe computers.

SNMP Simple Network Management Protocol. The Internet standard protocol,
defined in STD 15, RFC 1157, developed to manage nodes on an IP network.
It is currently possible to manage devices such as wiring hubs, toasters, or
jukeboxes.

SQL Structured Query Language. The international standard language for defining
and accessing relational databases. For example, Metaphor uses SQL to
communicate with Sybase and other databases on remote systems.

STD A subseries of Request For Comments (RFC) that specify Internet standards.
The official list of Internet standards is STD 1.

Stream-Oriented A type of transport service that allows its client to send data in a continuous
stream. The transport service will guarantee that all data will be delivered to
the other end in the same order as sent and without duplicates.

Structure of The rules used to define the objects that can be accessed via a network

Management management protocol. This protocol is defined in STD 16, RFC 1155. See

Information (SMI) also: MIB.

Subnet A portion of a network that may be a physically independent network
segment. It shares a network address with other portions of the network and
is distinguished by a subnet number. A subnet is to a network what a network
is to an internet. See also: Internet.

Subnet Address The subnet portion of an IP address. In a subnet network, the host portion of
an IP address is split into a subnet portion and a host portion using an
address (subnet) mask. See also: Address Mask, IP Address, Network
Address, Host Address.

Subnet Mask An IP address used in configuring a system. It shows which part of the
address is actually the subnet number, for routing purposes, for example:
255.255.0.0.

Switched An emerging high-speed datagram-based public data network service

Multimegabit Data developed by Bellcore and expected to be widely used by telephone

Service (SMDS) companies as the basis for their data networks. See also Metropolitan Area

92 Glossary



Service (SMDS)
T1

T3

Talk

TCP

TCP/IP Protocol Suite

Telnet

Terminal Emulator

Terminal Server

Thinnet

TN3270

Token Ring

Topology

Transceiver

Transit Network

Trojan Horse

TSO

Tunnelling

Network.

An AT&T term for a digital carrier facility used to transmit a DS-1 formatted
digital signal at 1.544 megabits per second.

A term for a digital carrier facility used to transmit a DS-3 formatted digital
signal at 44.746 megabits per second.

A protocol that allows two people on remote computers to communicate in a
real-time fashion. See also: IRC.

Transmission Control Protocol. An Internet Standard transport layer protocol
defined in STD 7, RFC 793. It is connection-oriented and stream-oriented, as
opposed to UDP.

Transmission Control Protocol over Internet Protocol is the suite of networking
protocols that have been used to construct the global Internet. It is also
referred to as the DoD or ARPANET protocol suite. The US Department of
Defense (DoD) Advanced Research Projects Agency (ARPA) funded its early
development. See also: ICMP, TCP, UDP, FTP, Telnet, SMTP, SNMP.

The virtual terminal protocol in the Internet suite of protocols. Allows users of
one host to log into a remote host and interact as normal terminal users of
that host.

A program that allows a computer to emulate a terminal. The workstation thus
appears as a terminal to the remote host.

A device that connects many terminals to a LAN through one network
connection. A terminal server can also connect many network users to its
asynchronous ports for dial-out and printer access.

Thin (coaxial) Ethernet cable. Generally used between a multiport repeater
and individual workstations.

A variant of the Telnet program that allows you to attach to IBM mainframes
and use the mainframe as if you had a 3270 or similar terminal.

A token ring is a type of LAN with nodes wired into a ring. Each node
constantly passes a control message (token) on to the next; whichever node
has the token can send a message. Often, "Token Ring" is used to refer to the
IEEE 802.5 token ring standard, that is the most common type of token ring.
See also: LAN.

A network topology shows the computers and the links between them. A
network layer must stay abreast of the current network topology to be able to
route packets to their final destination.

Transmitter-receiver. The physical device that connects a host interface to a
network, such as Ethernet. Ethernet transceivers contain electronics that
apply signals to the cable and sense collisions. Transceivers are generally
associated with a piece of network gear, for example a repeater, bridge, or
workstation.

A transit network passes traffic between networks in addition to carrying traffic
for its own hosts. It must have paths to at least two other networks.

A computer program that carries within itself a means to allow the creator of
the program access to the system using it. See also: virus, worm.

Telecommunications Services Outlet. A "wall jack" or faceplate in an office,
lab, or other work area.

Tunnelling refers to encapsulation of protocol A within protocol B, such that A
treats B as though it were a datalink layer. Tunnelling is used to get data
between administrative domains that use a protocol that is not supported by
the internet connecting those domains.
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Twisted Pair

Twisted Pair Ethernet

Twisted Pair Hub

UbP

UNIX

URL

Usenet

uTC
UUCP

Virtual Circuit

Virus

WAN
White Pages

WHOIS

Wide Area Network

Workstation

World Wide Web

A wiring scheme that uses standard pairs of copper wires. Twisted pair might
be used for normal telephone connections, serial data.

Ethernet running over twisted pair wiring. Ethernet may also run over a variety
of other media.

An Ethernet device, typically with eight twisted pair ports and one transceiver
cable port.

User Datagram Protocol. An Internet Standard transport layer protocol defined
in STD 6, RFC 768. UDP does not provide error detection, error correction,
handshaking, or verification of delivery like TCP does. UDP does provide a
connectionless delivery system between two hosts and is generally used for
small non-critical applications since it has low overhead. See also:
Connectionless, TCP.

Popular multi-user operating system for scientific workstations and file and
database servers.

Universal Resource Locator, used in the World-Wide Web (WWW).

A collection of thousands of topically named newsgroups, the computers that
run the protocols, and the people who read and submit Usenet news. Not all
Internet hosts subscribe to Usenet and not all Usenet hosts are on the
Internet. See also: NNTP, UUCP.

Universal Time Coordinated. This is Greenwich Mean Time.

UNIX-to-UNIX Copy. This was initially a program run under the UNIX
operating system that allowed one UNIX system to send files to another UNIX
system over dial-up phone lines. Today, the term is more commonly used to
describe the large international network that uses the UUCP protocol to pass
news and E-mail. See also: Electronic Mail, Usenet.

A network service that provides connection-oriented service regardless of the
underlying network structure. See also: Connection-Oriented.

A program that replicates itself on computer systems by incorporating itself
into other programs that are shared among computer systems. See also:
Trojan Horse, Worm.

See: Wide Area Network

The Internet supports several databases that contain basic information about
users, such as E-mail addresses, telephone numbers, and postal addresses.
These databases can be searched to get information about individuals.

An Internet program that allows users to query a database of people and
other Internet entities, such as domains, networks, and hosts, kept at the DDN
NIC. The information for people shows a person's company name, address,
phone number and E-mail address.

A network, usually constructed with serial lines that covers a large geographic
area.

A node on the network. Typically associated with a single user, for example a
PC or Macintosh.

A hypertext-based, distributed information system created by researchers at
CERN in Switzerland. Users may create, edit or browse hypertext documents.
The clients and servers are freely available.
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Worm

WWWwW
WYSIWYG
Yellow Pages (YP)

Zone

A computer program that replicates itself and is self- propagating. Worms, as
opposed to viruses, are meant to spawn in network environments. Shoch &
Hupp of Xerox in ACM Communications Network first defined worms in March
1982. The Internet worm of November 1988 is perhaps the most famous; it
successfully propagated itself across the Internet on over 6,000 systems. See
Trojan Horse, virus.

See: World Wide Web
What You See is What You Get.

A service used on UNIX hosts to manage databases distributed across a
network.

A logical group of network devices (AppleTalk).
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Packet
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Editor, 15
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Interface, 12
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UDP, 71
Packets
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Sending, 18
Ports
Customizing, 37
Filter, 36
Protocol
Internet, 64
Protocol Distribution
Graph, 45
Protocols
Customizing, 31
Networking, 63
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Reconstructing Data, 19
Repeater, 59
Requirements, 3
Router, 60
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Sending Packets
Sending, 18
Session assembly, 19
Overview, 1
Session Data
Viewing, 23
Sessions
Viewing, 22
Size Distribution
Graph, 49
Sniffer Theory, 60
Spreadsheet
Import log files to, 43
Starting Iris, 5, 6
Statistics, 2
Displaying, 44
String
Filter, 32
Switch, 60
Switches, 4
System Requirements, 3
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Four Layers, 61
Networking Protocols, 63
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Graph, 47
Transmission Control Protocol, 67

Packet Analysis, 69
Troubleshooting
Network, 18
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Uninstalling, 5

User Datagram Protocol, 71
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