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Creating a Custom Audit in Retina® 5.0

Using the Retina® Audit Wizard, custom audits can be created to help enforce internal policies
and standards, such as application version control, monitoring non-approved application usage
and enforcing configuration standards.

In the example demonstrated below, we are creating a custom audit to check for the presence
and version number of a particular DAT file.  To begin, from the Retina interface, select
Tools > Audits Wizard.

Retina Audit Wizard Retina Audit Wizard

Welcome to the Retina Audit Wizard A"g“ Uescuntion -
eneral information regarding wour audi,

This wizard helps you creste custom vulnerabiity sudts Audit Name Category Fisk Level
for Retin. DAT fie check Regisiny =] [Han =] R

Wulnerability Description

A vulnerabilty audit to check for a particular DAT file

Wulnerability Fis:

Update DAT file with newest version,
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As shown in the examples above, the first step in the Retina Audit Wizard allows us to name the
audit and assign it a risk level that will enumerate the criticality of the vulnerability within the
network. Vulnerability and fix descriptions can also be added as needed.

Retina Audit Wizard

Audit Type
The type of audit that you wizh to perform.

Select the type of audit you want to create:

" Banner
™ CGI Script
" Beqistiy

" Service Pack - Hotfis

< Back | Mext » | Cancel |

There are multiple types of audits that can be created within Retina, and as a result of its open
architecture, more can added according to your needs. This example shows the creation of an
audit to ‘Check File Version’ to assist with the enforcement of versioning control. As you can
see, registry key, CGl script and service pack/hotfix audits can also be created.
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Retina Audit Wizard

Audit Details
Information needed to perform your audit,
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The next step of the Audit Wizard allows users to specify which file is to be located and the
detailed version number that is to be enforced, as well as which platforms on which to search for

this file.

Retina Audit Wizard

Retina Audit Wizard

Yulnerability Details
Infarmation pertaining to the vulnerability

Bugtrag ID: CVE-ID:

|67 CAM-1995-0506

LRL 1; URL 1 Description:
]www.cart.org#advisories!2522 ]www.micmsolt com/ security
URL 2 URL 2 Description:

waw eeye. com/research J

URL 3 URL 3 Description:

J J

¢ Back Nest > Cancel

Completing the Retina Audit
Wizard

*ou specified the following sudit settings:

Maime: DAT file check
Category:  Redistry

Rizk Level:  High

Type: Banner

MOTE: To enable this audt in & Retina policy, select "Policies"
from the Retina "Tools" menu, switch to the "Audts" page
and check the appropriate audt

To complete this wizard and creste the audt, click Finish.

Cancel

< Back

Lastly, we can add any Bugtrag, CVE or URL information, perhaps where a new DAT file can be

found and downloaded.

This audit will now appear in the Audit Groups pane as a single audit option. For instructions on

how to create additional audits, please contact support@eeye.com.




