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Workflow Approach to Vulnerability Management
with Retina® 5.0

To ensure business continuity and enable companies to address the increasing number of
threats facing networks today requires a methodical approach to vulnerability assessment
and remediation. To address this critical need, eEye Digital Security has developed a
powerful, yet intuitive workflow within Retina version 5.0.

This workflow approach to vulnerability assessment and remediation increases the overall
efficiency of network security. Retina’s Discover, Audit, Remediate and Report steps
guides security professionals through the logical workflow of inventorying network assets,
performing vulnerability and policy audits, determining where vulnerabilities lie and their
criticality, prioritizing remediation and lastly, reporting on the process and adapting their
strategy accordingly.

The following examples include a brief description of the workflow components included
in Retina version 5.0:

= Discover

Retina’s fast, accurate scanning engine enables discovery and inventory of all the
assets that comprise an enterprise. With non-intrusive network level scanning, Retina
is able to identify known, as well as rogue assets and verifies the ports and
applications being used. Discovery options include customizable TCP, UDP and ICMP
discovery methods as well as OS detection and general machine data. Discovery
results are used to create host files, such as address groups, or to launch a
vulnerability assessment scan directly from the discovery interface. Below, we see
discovered assets grouped by operating system. These results can now be used to
create the aforementioned address groups to facilitate the audit process.
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Audit

Once a comprehensive asset discovery has been completed, audits can be run on
any combination of specific set of IP’s or address groups. This ability to target
groups increases the overall efficiency of vulnerability assessments. Retina
continues to leverage the most up-to-date, non-invasive scanning technology and
vulnerability database available, which is automatically updated at the beginning
of each Retina session. With version 5.0, Retina now gives users the ability to
simultaneously process multiple scan requests. This scheduling function allows
Retina to run on a regular basis, periodically checking for vulnerabilities, without
the risk of unplanned network downtime. Custom audits can also be created and
to enforce policy compliance according to internal standards.
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Remediate

Upon completion of vulnerability audits, specific, detailed remediation reports can be
performed, apart from the comprehensive reporting also available in the next
workflow step. Remediation reports can be created to group data by vulnerability
type, machine criticality or risk level. This allows organizations to run audits and
target specific vulnerabilities for remediation, increasing the efficiency in responding
to worm or virus outbreaks. As shown in the example below, a remediation report
has been run, grouping the results by vulnerability. If this remediation report were
being run in response to a worm or virus outbreak, which is leveraging a known
vulnerability, the vulnerability could be singularly selected to create a specific, tactical
report.
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= Report

Comprehensive reports can be run on any of the individual scans previously
performed by Retina to track the threat management process and help ensure policy
and regulatory compliance requirements are being met. Additionally, custom reports
can be created for various (including executive, technical and administrative) levels
within an organization and exported into various formats. The example below shows
an executive report, with such metrics as Top 5 Most Vulnerable Hosts and the total
Number of Vulnerabilities by Risk level. These reports enable security professionals
to act quickly on vulnerability data and adapt their strategies accordingly.

Once this last step of the process has been completed, the workflow commences once
again, with updated vulnerability data.
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Retina’s integrated workflow approach enables organizations to implement a
vulnerability management process ideally suited to their specific business objectives.
For more information, please visit www.eeye.com/retina. To request an evaluation
copy of Retina, please contact your eEye Sales Representative at 866.339.3732 in
the U.S and Canada, 44 0 20 8956.2270 in the U.K or 41 22 718 7700 for the rest of
Europe.




